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roc,u,yma NpPOJO/HKAET yCcunMBaTb 3aluTy
rpakgaH oT KnOEepMOLLEHHNKOB, COBep-
LLIEHCTBYS 3aKOHOAATENbCTBO B AaHHOM Harnpasne-
Hun. MpPUHATLI MonpaBky No 6opbbe ¢ kKnbepnpe-
CTYNHOCTbIO. Mundbl npowwnioro uaxxunm cebs nuéo
OblIM CTUrMaTU3MPOBaHbI, HO OCTaslacb MX KasbKa,
COCTaBnsloWMe apxetnna, KoOTopble BCcerga cylie-
CTBYIOT 1 ByadyT 3anOnHATb NOACO3HAHVE YENOBEKA,
OETEPMUHUPYS €r0 MUPOBO33PEHYECKME NOTPEOHO-
CTW.

B coBpemeHHOM obLiecTBe anoxu nHpopma-
LN HOCUTENSMU UOEN YHUYTOXXEHMS MO MPU3HAKY
OMONOro-reHeTUYECKOoro,  KynbTypHO-aHTPOMosoru-
YECKOro MnpeBOCXOACTBA W UCKIIOHYUTENIbHOCTM
napagokcanbHO OKasannCb npeactaBuTenn  He
TOSIbKO OQHOW OMNpenenéHHon B NCTOPUYECKU CIO-
XKMBLLUEMCSI CTEPEOTUME Hauun, a TakXe MOTOMKM
Tex HapodoB, 4TO, MNPONAA 4epe3 cakpasbHble
XepTebl, nobegunu dawmsam n Haumam. Crapble

cumBOnbl 1 aTpubyTbl TpeTbero perixa Mnonyynam
penHKapHaumio B HEOHaLUCTCKUX, YyhabTpanpasblX
OpraHn30BaHHbIX rpynnax, B TOM 4uCne Ccpeau
(haHaToB 3CTETMKM HaLMOHan-coumannama 1 Kynsra
HaumcTckom aTpubyTnkn. B nocnegHem cnyyae cy6-
KynbTypa WCMONb3yeT XYOOXECTBEHHbIN OMbIT, He
reHepann3npys YenoBEKOHEHaBNCTHNYECKYIO NOEO-
JIOrM0 HEOHaLM3ma.

AHanusa cocTosiHusa npecTynHocTn B Poccui-
ckomn Pegepaunn Ha CTaTUCTUYECKON BbIBOPKE Npu-
rOBOPOB, BbIHECEHHbIX CyAOM MO YrofIOBHbIM Aernam
1 afMUHNCTPATUBHbBIM NPaBOHAPYLLEHVSM MO BbILLIE-
yKasaHHbIM cTaTbsiM 3a 2019-2024 rr. (cM. Tabnuuy),
NoKasbIBaET eXKEerogHY NONOXUTENbHYIO OUHAMUKY
(MpmpOCT) pacnpocTpaHeHns B counMyMe pagukanb-
HbIX B3MSA0B M LWOBUHUCTUYECKNX naen. HegocTa-
TOYHAsA CTaTUCTMKa MO MNPEecTyrnSieHusM MO3BONSET
Wb ¢ rpybon TOYHOCTBLIO MNPEAnONOXUTb, YTO
HEKOTOPbLIN cnaj agMUHUCTPATUBHBLIX MpaBOHapy-
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weHuin B 2023 1. cBA3aH C KpUMMHanNuM3aumen npona-
raHgpl NM6o Ny6aMYHON AEMOHCTPAaLMN HALUCTCKOM
aTpuOYTMKN WM CUMBOJIMKW, COOTBETCTBYIOLLAA
cTtatbs 282.4. BBegeHa B YK PO B 2022 r.[1], a cnag
NPEecTyniieHnin, CBA3aHHbIX C  peabunutauunen

Hauumsma, B 2022 r. BEpOATHO KOPPEeSMpPYeET C BBeOe-
HMEM B TOM >XXe rogy B aAMWHUCTPATUBHBIA COCTaB
KoAll P® ctatbm 20.3.3. «[lyb6nnyHble pencrsus,
HanpaB/ieHHble HA OUCKPeouTauuio NCMonb30BaHus
Boopy»xeHHbix Cun Poccuiickon ®enepauuu...»

Ta6nuua. CTaTucTKa 06BMHUTENBbHBIX MPUrOBOPOB, BblIHECEHHbIX B nepuog ¢ 2019 no 2024 rop,
BKJTHOUMTENbHO, B a6CONMIOTHBIX BEIMYMHAX COCTOSIHUA NpecTynHocTu [2].

fon 2019,

ocy>xaeHo/
npupocT, %

2020,
ocy>xaeHo/

npupocT, %
Cratbs PP

ocy>xaeHo/
npupocT, %

2021, 2022,
ocy>xaeHo/

npupocT, %

2023,
ocy>xaeHo/
npupocT, %

2024,
ocy>xgeHo/
npupocT, %

20.3.4acTte: 1,2, 8 2771/ 3036/ 4119/ 5270/ 5163/ 5824/
TOM 4ncne 20.3.1.

KoAlN P® - 9,6% 35,7% 27,8% -2,0% 12,8%
354.1. yactb: 1, 2,

3. 4. B Tom 4nche. 1/ 8/ 30/ 28/ 91/ 179/
282.4. vacte: 1, 2 - 700% 275% -6,7% 225% 96,7%
YK PO

B 0606LueHnn oveBmaeH pocT nHTepeca psago-  (DSA), KpynHble  OHManH-nnatdopMbl  06s13aHbl

BbIX nonb3oBatenen cetn «/IHTEpPHET» K MOHMMaHNIO
KBUHT3CCEHLMN MOEOSIOMNN yNbTpanpaBbiX TeYEHUN
N HEeoHaUMUCTCKMX rpynnmpoBok. OpgHako Takas
WHTEPHET-aKTVBHOCTb Bbi3BaHa HEraTuBHOW Mpuyn-
HOI, NpoucTeKkarwLlen n3 chopMnpoBaBLLErOCHA Ha
NHPOPMALNOHHOM «LLYME», UCKaXKEHHOIO, SMOLIMO-
HaSIbHOrO BOCMPUATUSA >KU3HEOMACHOrO SIBIEHMS,
BOCTPUATMS JTOXKHO MEPEXUTOrO Kak JINYHbIA couu-
asibHbIN ONbIT Y MOTOMY €AMHCTBEHHO BEPHOTO.

QOueBnaHO, YTO HEOOXOOAMM rOCYAAPCTBEHHbIN
KOHTPOJIb 1 PEryimpoBaHne OBLLECTBEHHbIX OTHO-
weHun B obnactm obecneyeHnss 6e30MacHOCTU
MHopMaLUMOHHOIo obLLIeCcTBa 1 3awmTbl MHOpPMa-
LMOHHOIO NPOCTPaHCTBa OT OECTPYKTMBHOIO BAUSA-
HUS HOBOTrO BMAa — VIHTEPHET-MPECTYMHOCTH.

PerynuposaHue WHTEPHET-NPECTYMNHOCTN
CerogHsa - 310 ()OPMMPOBAHNE HOBOW rnobasibHON
apxnTeKTypbl 6e3onacHocTy [4].

YuntbiBass O6BLEM pas3mMelaemMon B CETU
«/IHTepHET» UHpOPMaUUN N yPOBEHb NMPOHNKHOBE-
HUSI UHTEPHET-TEXHONOMNI B MHDOPMALMOHHOE NPOo-
CTPaHCTBO, HEeNb3s WCKIIUYUTb [AOCTOBEPHOCTb
rMnoTesbl O TOM, YTO VHTEPBasl BPEMEHWN MeXay
obHapyxxeHnemMm uHpopmMaum OO0 €€ ONOKMPOBKU
9KCMOHEHUMansHO BAMSET Ha ah(PEKTUBHOCTb NPO-
naraHgbi [5]. NMomMnmo rnobanbHbIX MHCTUTYTOB, KJTHO-
YEBYID POMb WrPaeT perynnpoBaHne Ha YPOBHE
OTOENbHbIX CTPaH N OO bEQUHEHWIA.

BHeppstoTca mogenu obLueli OTBETCTBEHHOCTU
nnatdopMm. CornacHo 3akoHy 0 LMGPOBbLIX yCiyrax

aKTVBHO BbISIBMIATb U MUHUMU3NPOBATb CUCTEMHbIE
PVICKM OT MCMOJIb30BaHNS X CepBUCca.

3a HapylweHne npegycMOTPEHbl OrPOMHbIE
wrpadbl (0o 6% OT MnpoBoro obopoTa), U NepBbIn
npeLeneHT y>xe ecTb - B gekabpe 2025 roga nnat-
dopma X (6biBLumnn Twitter) 6bina owTpadoBaHa Ha
€120 mnH. Takke ¢ asrycta 2026 BCTynaeT B Cusy
PernameHT 06 3NEKTPOHHbIX AoKa3aTenbCcTBax LS
YCKOPEHMS TPaHCIPaHMYHOrO0 [OCTyna K AaHHbIM.
Asnartcko-TxookeaHckuin pernoH (ATP): Ha BonHe
y>XXecToueHusi TpeboBaHun B 2025-2026 rr. CuHra-
nyp, Manansma n BbeTHam npvHMMAKT HOBbIE
3aKOHbI ANs1 YCUNEHNs 3alnThbl.

Kutalh Takxxe 06HOBUN CBOM 3aKOH O Knbep-
6esonacHocTn B 2025 rogy C akUeHTOM Ha perynu-
poBaHue NW. MNpu aToM B hokyce ocTaeTcst npobne-
MaTVKa BbIKyMnoB Mpu arakax nporpaMM-BbiMorarte-
nen. Ckopee BCero, mMaccoBble W MPUMUTUBHbIE
CXEMBbI: «MPOCTON» OULLIMHT, 3BOHKUN U3 MOLMOMbHbIX
KOJIJI-LIEHTPOB C NOAMEHHbIX HOMEPOB.

[MoTomy 4TO KX nerve 3agyLnTb TEXHNYECKN -
4yepe3 GIOKUPOBKY 3BOHKOB, OTCNEXMBaHUE Mopo-
3pUTENbHBIX CUM-KapT. A BOT CNOXHble LefeBble
aTaku Ha KomnaHuu (ransomware, yTe4kn 6a3 gaH-
HbIX 13-3a B3/IOMa Yepes COTPYAHMKOB) - OHM HUKYOA
He pgenucbk. bonee TOro, OHNM CTaHOBSATCH YMHeE.

CoBpeMeHHOEe perynnpoBaHne UHTEPHET-Mpe-
CTYMHOCTU PasBMBaETCHA Cpasy Mo TPEM KIIOHYEBbIM
HanpaBNeHNsIM:

296

MPABO n YNPABMAEHNE -

Ne 5 - 2026



Ha pernoHanbHOM ypoBHE — MMPOBOE COO00-
LWEeCTBO BHeOPSieT MOAENb MOBbILEHHONW OTBET-
CTBEHHOCTU LUMPOBLIX NaTtdopM, B TO BPEMS Kak
Apyrue cTpaHbl (POKYCMPYKOTCA Ha HauMOHaIbHOM
cyBepeHuTeTe. B TexHoNOrM4eckom nnaockocTn -
rocygapcrBa Ha4dMHalOT aKTUBHEE WCMONb30BaTb
TEXHUYECKNE CPeAcTBa (cuctembl ngeHTudukaumm
YCTPONCTB, B6JOKNPOBKY) s ONOKMPOBKN aHOHUM-
HOCTWU 3/I0YMbILLSIEHHUKOB, XOTS 3TOT MpOLece
Bcerga byaeT oTcTaBaTb OT PasBUTUSA CaMUX TEXHO-
norvn.

Ha Haw B3rnsg, Yem >XECT4e perynmpoBaHue,
TeM ObICTpee MNpecTynHOCTb yxoouT B odnariH-
KPUMTY N CNOXHble OBXOAHbIE CXEMbl. 3anpeTuim
SIM-60Kcbl - NPECTYNHUKM apeHayoT BUPTyasbHble
Homepa 3a pybexom. 3abnoknposanu nogbop
KOZI0B - OHN NEPEXOAAT Ha CoLMANbHYHO UHXXEHEPUIO
HOBOrO MOKOJIEHNS (3BOHOK SKOObI OT «COTPYOHMKA
locycnyr» ¢ ybegutenbHon nereHgon). N tak 6e3
KoHua. lNonyyaetcs, 4TO perynupoBaHne AOrOHSAET
NPEecTyNHOCTb Bcerga ¢ ono3gaHnem Ha 1-2 roga. A
3a 3TO BPeEMS MUIIIMAPAbI Y>XKE YKpaaeHbI.

B pamkax uccnepoBaHusi, 3asiBNeHHas npo-
6nema NpoOTMBOJENCTBUS B CETSX OOLLEro Nosb30-
BaHNS NpuoBpeTaeT yCrnoBMe 3adayun O Cokpalle-
HUN BPEMEHU NMyBANYHON [OCTYNMHOCTN 3anpeLyén-
HOrO KOHTEHTa B MH(OPMAaLVNOHHOM NPOCTPaHCTBE.
B aTom cmbicne onTumMmsanms anroputma 61oKmMpo-
BOK, MPOBOAUMbIX POCKOMHaA30pOM, N CHUXEHUE
Harpysku no matepuanam, CBs3aHHbIM C HapyLle-
HMEM 3akoHopaTenbCcTBa B 06MacTu CBA3U 1"
3aWmnTbl UHoOpMaumn, Ha leHepanbHyO NpPoKypa-
Typy Poccuiickon ®depepaumn 0OMKHbI NOBbICUTH
onepaTMBHOCTb B MPUHATUN PELLUEHUI 06 orpaHun-
YeHUN OEeCTPYKTMBHOIO KOHTeHTa B cetn «/HTep-
HeT» [6].

Tak 4TO, perynMpoBaHue CTaHOBUTCHA BCE
nsowpéHHee. Ho 3apaite cebe YeCTHbIN BOMPOC:
CTanu nn Bbl YyBCTBOBaTb Cebs B MHTEPHETE 6E30-
nacHee, 4em ABa roga Hasaa? YBbl, HO «HeT». [ToToMy
YTO 3aKOH - 3TO NINCT Bymaru, a NPEeCTynHOCTb - 3TO
XunBasi, agantuBHas cuctema [7]. V1 noka mbl pac-
cyxgaem o ctatbsx YK, rge-to y>ke nuwlyT CKpunT
OJ15 HOBOrO Bra MOLLEHHUYECTBA C HENPOCETAMMU,
nop, KOTOPbIN 3aKOH HE NOOKOMaEeLLbCA.
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