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AHHOTaums. B coBpeMeHHbIX YCII0BUSX MOJIHOMaCLUTabHON LmngbpoBusaLmm onepaLmoHHON 4esiTeslb-
HOCTV MHOXXECTBA OpraHn3aumii v npeanpusTii Co3gaHne KyasTypbl MHGOpMaLnoHHOV 6e30rMacHOCTY SB/IS-
€TCS KPDUTUHECKUN BaXXHbIM AJ151 3aLYNThlI BHYTPEHHMX MPOLECCOB U AaHHbIX OT Knbepyrpos. B nepByto o4ve-
penb, pedb UAET O KyJbType MOBbILLEHNST OCBEAOMIEHHOCTY COTPYAHUKOB 06 MHGOpMaLyMOHHON 6e30rnacHo-
CTU, PeryssipHOM 0By4eHnN Pacro3HaBaHWo v N36eXaHWIo OULLIMHIOBbIX aTak, a TakXKe CO34aHN0 HaAEeXKHbIX
naposen. Bo-BTOPbIX, HEOOXOAUM HErpPepPbIBHbIY MOHUTOPUHI CETEBOW aKTUBHOCTU U CermMeHTauyusi ceten
[/151 OrpaHnyYeHyisi MoTeHUMaibHoro yujepba ot HapylueHui 6esonacHocTu. [osyyeHne cepTrugrkaTos B 00-
7acTv MH@OpPMaLnoHHOV 6e30rMacHOCTY obecrieuynBaeT 3aLynTy opraHu3aymym B COOTBETCTBUM C JIyHLLVMU
oTpacaeBbiMy rpakTukamu. Jlerntumm3dayms nHghopmMaLnoHHO 6e30MacHOCTY BO BHYTPMOPraHN3aunoHHOM
cpene, nogpasymeBaroLyasi npU3HaHne ee HeobXoANMOCTY Ha BCEX MEPapXNYECKNX YPOBHSIX, CoCObCTByeT
hopmMnpoBaHNO OTBETCTBEHHOIO OTHOLLUEHWUSI COTPYAHVKOB K AaHHbIM U MOBbILLAET OOLLYIO yCTONYMBOCTb
opraHu3dauymm K kubeprpectyrnienisM. BHeagpeHvie KynabTypbl MHOPMaLMOHHOM 6e30racHOCTY SIBASIETCS
CTpaTern4eckun BaXKHbIM LLAroM 4J151 JOCTUXKEHVS] CTabu/ibHOCTU, YCTOMYUBOIO pasBUTUS U 3alynTbl perlyTa-
Lmy opraHu3amnu.

KntoueBble cnoBa: yripas/eHne naposisimm, KnbeprnpecTyrnHOCTb, MOHUTOPUHI 6e301acHOCTY, LUM-
poBaHue, KOHPUAEHUNaIbHOCTb, LgpoBas rurneHa, rnoBegeH4Yeckne naTrepHbl, 1eruTUMHOCTb.
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INFORMATION SECURITY AS A VALUE OF ORGANIZATIONAL
CULTURE

Annotation. Under the current conditions of full-scale digitalization in all operational areas of many
organizations and enterprises, the creation of a culture aimed at information security is critical to protecting
internal processes and data from cyber threats. First, it involves a culture of raising employee awareness of
information security, regular training in recognizing and avoiding phishing attacks, and creating strong
passwords. Second, continuous monitoring of network activity and network segmentation are necessary for
restricting the potential damage from security breaches. Obtaining information security certifications ensures
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that your organization is protected in accordance with industry best practices. Information security legitimization
within an organization, which implies recognition of its necessity at all hierarchical levels, promotes the
development of a responsible employee attitude towards data and increases the overall resilience of the
organization to cybercrime. The implementation of an information security culture is a strategically important
step to achieving stability, sustainable development, and protecting an organization’s reputation.

Key words: password management, cybercrime, security monitoring, encryption, privacy, digital

hygiene, behavioral patterns, legitimacy.

BBepeHne

OpraHmnsaumoHHas KynbTypa Kak COBOKYyM-
HOCTb OOLWMX LEHHOCTeN, Mopenen noBeaeHus,
ybexxgeHuin, npaeBwi, Tpaguunini, OPMUPYIOLLNX
YHUKanbHyl0 pabouyyto cpegy, Onpemensier CcTuib
ynpaBneHnsi, TMOEPCTBO, KOMMYHUKALWIO, COTPYL-
HUYECTBO U MEXJ/IMYHOCTHOE B3aUMOLENCTBUE BHY-
Tpu Konnektnea. OpraHn3aunoHHas KynbTypa oka-
3bIBAET BANSHME HA MOTUBALMIO N BOBMEYEHHOCTb
nepcoHana, 3(eKTUBHOCTb OEATENbHOCTU, MPO-
3Pa’YHOCTb KOMMYHUKALUKN, HAMNYNE KOSNEKTUBHbBIX
NPaKTVK, MNPUMEHEHNE WHHOBALMOHHbBIX MOAXOO0B
[1]. B coBpemMeHHbIX ycnoBusix uudposmsaumm crta-
TNYHbIE LIEHHOCTN OpraHn3auumn NpeTepneBaroT 3Ha-
YNTESIbHOE BO3AENCTBUE CO CTOPOHbI AMHAMUYHbIX
WHHOBALMI, BKNOYas HOBble LM(POBbIE TEXHOSO-
rmn. Kak cnegcrteue, «LeHHOCTU Y MHHOBaLUnM OKa-
3bIBAKOTCS KJIOHEBBLIMY (hakTOpamm BIMAHWS Ha NPO-
ncxogsume rnybokme N3MeHeHNs, Npy 3TOM OKa3bl-
Basi 3Ha4YMMOe B3aVIMHOE BNsHUE ApYr Ha Apyra» [2,
C. 6]. LleHHOoCTN 1 nHHOBaL MK ABAAIOTCA hakTopamu
noooep>XaHns  pPaBHOBECUS  OpPraHU3auMoOHHON
CUCTEMbI Ha OCHOBE MpUHLMNA CaMOCOXPaHEHUS —
3a CYEeT KagpoBbIX PECYPCOB 1 PE3EPBOB, CBA3aH-
HbIX C CO34aHMeM U nogaep)XaHueM LIEHHOCTEN, ”
npuHUMNa pasBUTUSS — MOCPELNCTBOM BHELPEHUS
WHHOBaUMI, MOMOrarLwmnx aganTupoBaTbCcs K n3me-
HSAIOLWMMCS YCNOBKAM BHELUHEN cpefpl U AOCTUraTb
OpraHn3aunoHHble Lenn. 3a4acTyto OpraHn3aLoH-
Hble LLEHHOCTU 1 MHHOBaLMN BCTYNaOT B OTKPbIThI
KOHMNKT Opyr ¢ APYroM: «COMpPOTUBIIEHNE N3MEHE-
HUAM CO CTOPOHbI COTPYAHWKOB OpraHvM3auuin cek-
Topa 6MOTEXHONOINIA B NpoLecce LnMgpoBoi TpaHec-
hopmaLmm CBA3aHO C HEOMNPEOEeNEHHOCTLIO U CTpa-
XOM nepeg 6yayLmMmn N3MeHEHNSAMU, a TakXXe n3mMe-
HeHueMm opmata paboTbi» [3, . 126-127]. B nepuog
TpaHchopMaunini ansa CHUXKEHUS MOBbILLEHHON Tpe-
BOXXHOCT/ HEO6X0oOMMO BBEAEHWE CUCTEMbI OLEHU-
BaHNA TpyQa Ha OCHoBe Kputepues 3ahEKTMBHOCTM
AN MOBbIWEHNA MPO3PadYHOCTN  yNpaBieHns U
OLEHKN pe3ynsTaTUBHOCTY COTPYAHMKOB [4]. Jornon-
HUTENIbHO, MNO4 B/IMSIHAEM WHHOBAUUA BO3HMKaET
HeOOXOOUMOCTb  MOJIyYeHUs1  BCMOMOraTesibHbIX
HaBbIKOB 1 KBanudpukauuii [5]. MNoBbiweHne kBanu-
dukauum n npodeccrnoHanbHas nepenoaroToBka
MOIyT paccMaTprBaTbCA HE TOSIbKO Kak BO3MOXX-
HOCTb MPOgECCUOHANIBHOMO CcamMopasBuTus (rMoso-
XKUTENbHOE OTHOLUEHNE), HO W [OMNOSIHUTESIbHbIE

3arparbl INYHbIX BPEMEHHBIX 1 (PUHAHCOBBLIX PECYyp-
COB (HeraTuBHoe OTHowWeHKe). OpraHn3aunoHHas
cpefda, OpPUEHTUPOBaHHas Ha WHHoBauun, 6e3yc-
JIOBHO, NOAYEPKMNBAET BaXKHOCTb MHOr03a4a4HoCTH,
HEenpepbIBHOrO 00y4YeHnss BO n3bexaHne 3Moumo-
HanbHOro BbiropaHus. [NpuUHUMN MHHOBALMOHHOMO
pasBuTMS B OCOOEHHOCTU akTyasleH OJjis opraHm3a-
umn, obnagaroLwmx 6onbwnmMm obbemamm nHpopma-
LIMOHHbIX pecypcoB — WT-komnaHuy, NOCTaBLUMKN
OaHHbIX 1 YCAYT CBA3MW, FOCYAAPCTBEHHbIE 1 HAY4Hble
yypexxaeHus, cneumann3npoBaHHbie KOMMEpPYECKNEe
huUpMbI 1 OTpacneBble OpraHn3aLun.

YnpaBneHne nepcoHasioM Ha OCHOBE LIEHHO-
CTell npepgnonaraer 3MOLMOHAsNbHYIO BOBJIEYEH-
HOCTb COTPYOHWKOB: «BK/OYEHME 3MOLMOHASIbHOW
3HEeprnM B KOMMYHUKALMOHHbIE MeXaHu3Mbl n3me-
HAET MegUNHbIN (OOH N NOPOXKOAET KOHCTPYKTUBHYO
COMPUYacTHOCTb B Mpouecce NPeofoneHns Kpu-
3nca» [6]. MNonoXutenbHbIN 3MOLMOHANbHbIN (OH
CNocoOCTBYET MOBbILLEHNIO BOBIEYEHHOCTUN COTPYS-
HUKOB U yNy4LLEeHNO 3hPEKTUBHOCTN MNPY BbIMNOSHE-
HUN TekyLmux 3agad [7]. B gonrocpoyHon nepcnek-
TVBE OpraHuM3auusi MOXET OnupaTbCA Ha 3MOLMO-
HaNbHbI KanuTan KakK LeHHbId HemaTepuasnbHbIi
akTnB. K OCOGEHHOCTSIM YrMpaBfieHVs1 KapbepHbIM
pasBUTUEM MpPELCTaBUTENEN MOKoNeHns 3yMmMepoB
OTHOCUTCSH BO3MOXXHOCTb TBOPYECKOW camopeanu-
3aumu N KpeaTMBHOIo Noaxona K peLleHnto opraHu-
3aUMOHHbIX 3a[a4 B YCOBUAX yAaneHHoro opmata
TPYLO0BOWN AEATENBHOCTY U CHUXKEHUS YPOBHS perna-
MEHTUPOBAHHOCTM TPyLoBOro npouecca [8]. Viccne-
JoBaten OTMEeYaroT, YTO «UU(pPOBblE KOYEBHUKU
OTHOCHATCH K paboTe He Kak K HE0OOXOAMMOCTH, a Kak
K OOCYyry, MPUHOCSLLEMY MOpanbHOE yOooBNETBOPE-
Hue» [9, c. 175].

HeraTnBHbIN aMOLMOHanNbHbLIN (OOH HE TOJSIbKO
CHMXXaeT 3PPEKTUBHOCTb [LOEATENbHOCTU, HO U
nopoXxaaeT  COUMAnbHO-MCUXONOrMYECKe  Mpo-
6nemMbl, Takne Kak LudppoBas TPEBOXKHOCTb 1 NHTEP-
HeT-3aBucMocCcTb [10]. AKTyanbHOCTb U3y4eHust
KynbTypbl MHOPMaUMOHHON 6e30nacHOCTN ABAS-
€eTCA HeoOXOOUMOCTBIO B KOHTEKCTE OpraHu3auuu,
NOCKOMbKY  3atparmBaeTr MHOrMe coumanbHble
acnekTbl, HA4YMHAsA OT JINYHOrO TaM-MEHEOXKMEHTA,
cobnofgeHns 6anaHca Mexagy TPyZoBOW U NINYHON
JKN3HBbK, 3akaH4Y/Basd COCTaBfieHNEM rpadrkom
paboyero BpemeHn u (hopMupoBaHNEM MOBCEAHEB-
HbIX NPaKkTuK. HeobxoammMocCTb BKJIKOHEHUSA UHOP-
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MaLVOHHON 6e30MacHOCTM B  OpraHuU3auyOHHYHO
KyNbTYpYy OOYCOB/iEHa Kak CoLmarnbHON, Tak 1 Lnd-
POBOW Cpenon opraHn3aumnm.

MaTtepuan n metogbl

MaTtepranom nccnenoBaHns NOCIY>KNAN AaH-
Hble 06 wuHdopmaumoHHon 6ezonacHoctn (MB),
cobpaHHble METOLOM CMJIOLLHON BbIOOPKM Ha cainTe
Elsevier [23]. Metogbl uccnepoBaHus BKAYanm
CEMaHTNYECKUN aHanna, Kateropnsaumo 1 Knaccu-
dukaumo. AKTyanbHOCTb BKJoYeHns MIB B cocTas

OpraHn3auUMOHHbIX  LIEHHOCTEN  MOLTBEPXKAAETCA
MHOIOYMCNEHHbIMU  nccnegoBanuamn.  [pobnema
CYLLECTBEHHbIX  0OBEMOB  KMOGEPMNPECTYMHOCTU

HanpsIMyto cBsi3aHa co c60siMy B COBNOOEHN NONN-

TMK n npouenyp VB Ha kopnopaTvBHOM YpOBHE.
HeBbinonHeHne TpebosaHui VB, Taknx kak cnaboe
ynpasfneHne naponsMu (MCNonb30BaHWe MPOCTbIX
naponem, nx NOBTOPHOE NCMOMb30BaHNE Ha PasHbIX
nnaropmax), OTCyTCTBUE MHOrO(PaKTOPHOWN ayTeH-
TNUKaLmmn, OTCyTCTBME LUNPOBAHUSA UM HECBOEB-
pPeEMeHHOe OOHOBMIEHME MPOrpaMMHOro obecneye-
HUS1 yCyrybnsitoT PUCKM U TSHKECTb NOCNenCTBUA Ans
penyTauun komnaHun. VIrHopupoBaHmne HapyLUueHui
B TEYEHUNE OINTENBHOMO BPEMEHU MPUBOLUT K YBENU-
YeHuto 3aTpat Ha Vb B [ONrOCpoYHON NepCrnekTuBe.
OTcyTCTBME MOHUTOPUHIa 6830MaCHOCTU, Hagexa-
Lero BefeHns >XypHanos v npouegyp pearvposa-
HUS Ha VHUMOEHTbl YBENU4YMBAET MOLOOHbIE PUCKU

(ouc. 1).
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Pwuc. 1. MprnyYnHbI BO3HMKHOBEHMS PUCKOB AN MHAOPMAaLMOHHOM 6e30nacHOCTH.
McTouHMK: cocTaBneHo aBToOpoM.

CoTpyaHUKM opraHm3auunin CTaHOBSATCS JIETKON
MULLEHbLIO AN151 3NI0YMbILLSIEHHUKOB, €CNIN OHU He 00Y-
YeHbl pacno3HaBaHnio MULLNHIOBLIX aTak, cobnoae-
HUIO NOAUTUKM 6e30MacHOCTU N HeobxoanMOCTKH
COOOLEHNST O MNOJO3PUTENIBHON aKTUBHOCTM MNpU
NOCELLEHNN TEX UMW MHbIX canToB. [pn oTCyTCTBMMK
CerMeHTauun CETU 3M10YMbILLNIEHHUKIN, NOAy4YMBLUNE
[OCTYyN K OOHOWM ee 4acTu, MOryT nepemeLLaTbcs no
BCEN CETM 1 MNofyyaTb AOCTYN K KOHpUOoeHumanb-
HbIM OaHHbIM.

PesynbTaTbl n 06cyXXageHne

VHdpopmMaumoHHas 6e30MmacHOCTb KaK aKTy-
anbHas 3agaya CoOBPEMEHHbIX OpraHn3aummn

Lincdbposble TexHONOrMn NpenocTaBnsAlT 3Ha-
YNTENbHbIE BO3MOXHOCTU A1 pa3BuTua busHeca ¢
TOYKN 3PEHNST MAPKETUMHIOBbIX KOMMYyHUKauun [11],
asTomMaTu3aumm  OM3HEC-MPOLIECCOB,  CHIDKEHNS
3aTpaTt U NoBbIWEHUA 3PHEKTUBHOCTY OEATENBHO-
ctn npeanpusatuin. C TOYKU 3PEHUs yrnpaBfeHus,
unpoBbIE  TEXHOMOMMU  SBASAKOTCSA  OCHOBHbIM
WHCTPYMEHTOM YMPaBfeHns 1 CNoCcobCTBYHOT pa3Bu-

TUIO yNpaBfieH4YeCKOl AeATENbHOCTU B Uenom [12],
MOCKOJIbKY SBNSAOTCS (PakTOPOM pas3BuUTUS CUCTEM
ONs yyeTa, OTYETHOCTU, aHanM3a U MniaHUPOBaHNS
Bcex OusHec-npoueccoB. OOHOBPEMEHHO, OHMU
nopoXxaawT coumanbHoe HepaBeHcTBO [13], aBnsi-
I0TCA MpuYMHON 6e3paboTnubl 13-32 OTCYTCTBUS
LMPOBLIX KOMMETEHLMIA BCNeacTBe aBToMaTnaa-
unn psiga paboynx npouenyp, paHee BbIMOMHAEMbIX
JIOOBMW, OFPaHnYeHns gocTtyna K mHdgopmauum u
ycnyram uim nosiBieHnst HoBbixX hOPM KOHTPONS.
Lincdposasa 6e30nacHOCTb CTaHOBUTCS KitoYe-
BbIM (DaKTOPOM prcKa Af1si opraHu3auunii, T.K. H(op-
Maumsi ABASIETCH KIJIOYEBBIM aKTUBOM OOJbLUMHCTBA
COBpPEMEHHbIX KOMNaHui. OT paboTHMKOB TPebyeTCS
pasBuTME ONPELENIEHHbIX MbIC/IUTENbHBIX KOHCTPYK-
TOB 1 NOBEAEHYECKNX NaTTEPHOB, NMO3BOSOLLMX UM
aKTUBHO MCMNONb30BaTh HOBbIE TEXHOMOMMN 1 COXpa-
HATb BHYTPEHHIO MHpOopMaumio opraHusauun [14],
HanpumMep, aHanM3 MnpPerMyLLEeCTB 1 HeqoCTaTKoB
nporpamMMHbIX CPeACTB O/18 onpeaeneHns Hanbonee
6esonacHoro crnocoba CBs3M U nepefadn gaHHbIX
[15], o6boCcHOBaHMe NPaKTUHECKOro 3HAYEHNS 1 Lene-
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CO00BPa3HOCTN UX WNCMOMb30BaHUA. SOepHbIM ane-
meHToM WB sBnsieTca umdposas rurveHa [16], nan
KOMMMEKC Mep, BKJIKYaKWWMA  UCMOSb30BaHne
CIOXHbIX Mapornei, HepasrnalleHne nnYHbIX ceepe-
HWA OHNAaNH, OCTOPOXKHOCTb CO CCbIIKAMU U He3Ha-
KOMbIMW MOSIb30BaTENSAMU, a TakKXe MpPUMEHeHne
aHTMBMpYycoB. BesonacHoe nosegeHne COTPYAHNKOB
B UM(MpPOBOK cpefe OT MMEeHN KOMMaHum pgocTura-
eTcsa 4yepes oby4deHne, (hopMUpPOBaHNE YCTONYMBbBIX
HaBbIKOB, W KOMHUTUBHbIA MNOAXOO — OCO3HaHHoe
noBefeHne No orpaHNYeHno NHopMaunm B CETU 1
NCrnonb30BaHme PasnnyHbIX KaHanoB CBA3N.

OpHUM 13 Hanbonee APKNUX U CNOXHBIX NPUMe-
poB HeobxogumocTn VB sBnseTca pobblva nones-
HbIX  WCKOMaemblX, Tpebyrowas KOMIMIEKCHOW
3aWmMThl OaHHbIX — KOH(MUAEHUMANbHOCTH, LEenocT-
HOCTWU N JOCTYMHOCTU — OT BHELUHUX U BHYTPEHHUX
yrpo3 [17]. TNpumeHeHne UUPPOBbIX TEXHOMNOrUN
HeobXOOUMO Ha BCex cTagmsx Ao6bluM MONE3HbIX
ncKoraemblix ons nosbieHNs aPHeKTUBHOCTY MPo-
N3BOLOCTBEHHbIX npoLeccos [18], Ha4ynMHasa oT reoso-
ro-passefpiBaTefibHbIX PaboT 1 3akaH4MBas cTa-
OVien 3aBepLueHnsi, obnaropa)kmBaHusa TeppUTOpPUM
N BOCCTaHOBJIEHNS MECTHOro 3kKo-knumata. Wb
SABNSIETCS NCTOYHMKOM MPON3BOACTBEHHON Be3onac-
HOCTM Ha nodobHbIX npegnpuaTusx. [Ny6okue
nccnegoBaHns NPoN3BOLCTBEHHbIX NMPOLECCOB CBU-
OETENBCTBYIOT O MCUXOIOrMYecKon npupoge 6e3o-
nacHocTu [19], NOCKONbKY MMEHHO NCUXONOrn4eckme
MOLENN COCTaBMSAT OCHOBY 3(PEKTUBHBIX CUCTEM
ynpasfneHns 1 NoBbleHns 6e30nacHOCTN paboTHM-
KOB Npwu yrnegoobbiye.

VHdopmMaumoHHas 6e30nacHOCTb Kak KOMIMO-
HEHT OpraHN3auUMOHHON KyNbTYpbl

lMoBeneHNe COTPYOHUKOB, METOAbl MPUHATUSA
pEeLLEeHN, B3aUMOOTHOLLEHNSA 1 CNOCObbI BbINOMHE-
HUSA 3a[a4 COCTaBASAKOT KyNbTypy OopraHmsaumm un c
TeYeHeM BPEeMEHU (hOpMUPYIOT CTEPEOTUMbI O ee
Kynbtype. ObLas Mmogenb LEeHHOCTEN, MEHTasTbHbIX
KOHCTPYKTOB W MOBEOEHYECKUX MaTTEpPHOB, TUMUY-
HbIX 018 COTPYAHMKOB OpraHu3auuii, KoTopble Npo-
SABNSOTCS Ha NPOTSXKEHUN ONIUTENBHOMO BPEMEHU 1
HernocpencTBEHHO cBA3aHbl ¢ V1B, onpenenseT Kynb-
Typy mHopmauuoHHon 6esonacHoctu (KVB). KB
NoTeHLMaNbHO MOXET ObITb ChopMMpoBaHa Nnocpes-
CTBOM COBMECTHOIMO OOYy4YeHUss MOBeOEHYECKUM
HaBblkaM B 006nacT MHAMOPMALMOHHBIX N KOMMbHO-
TEPHbIX TEXHOMOMMA — Kak MeHemKepoB, TakK W
COTPYLHWKOB.

Ha npakTnke coTpygHuKam Heobxogumo B
NMOSIHOM 0O6beME BbIMONHATL TPEOOBaHUSA MeHeOKe-
POB MO COBGMOAEHNIO MEP, HanpaBfIEHHbIX Ha MOBbI-
weHne WbB. lMosemeHne, cBasaHHoe ¢ VIB moxet
ObITb OTHECEHO K criegytoum Buaam: (1) nosegeHme,
HanpasneHHoe Ha obecneyeHne VB; (2) nosegeHue,
COOTBETCTBYHOLLEee TpeboBaHusam VB; (3) noBeaeHue,

cBA3aHHOEe ¢ puckoMm gnsa VbB; (4) nosegeHne, HaHO-
csiwee ywep6b Nb. JaHHble TUnbl NOBeAEHNS SBNS-
IOTCS UHOUKaTOpaMy OpraHu3aLUyOHHON KyNbTypbl B
oTHoweHun NB.

Yrposbl ans b BO3HMKaT B Tex cly4asx,
Korga COTPYOHUKM OTKPbIBAOT (DULLMHIOBbIE 3J1EK-
TPOHHbIE MCbMa Yepes NOYTOBbIE CEPBUCHI OpraHu-
3auuu, noceLLarT BPELOHOCHble BeG-calTbl, nog-
KJIOYaloT 3apakeHHble USB-HakonuTenn nnm 3arpy-
XKaloT HEMPOBEPEHHbIE [OKYMEHTbI Ha paboyne Kom-
nbtoTepbl. ONPOChl COTPYLHUKOB, HanpasfeHHbIE Ha
camoaHanu3 noBefeHns!, Kak NpaBuio, He ABNASIOTCS
3(pheKTUBHBIMU, MOCKONBbKY COTPYAHUKM MOFYT HEe
3amedaTb BXofa Ha (PULLMHIOBblE CanTbl, HE CMO-
COOHbI pacno3HaBaTb UX, 3ab60TACb UCKIOYNTENBHO
O NOuCKe NHopMaumn. YTevka BHyTPEHHEN NHOP-
Mauun 4peBaTta Cepbe3HbIMU  MOCNeACTBUAMMU
BMJIOTb 0O 3aKpbITus GU3Heca.

My6nnyHble coobleHnss 06 yTevkax OaHHbIX
4acTO MNPMBOOAT K KPaTKOBPEMEHHOW HeraTUBHOW
peakunmn obwectBeHHocT. OgHako ropasno 6onee
oTpuuaTeNlbHbIM ABMASETCA OTCYTCTBUE NErMTUMHO-
CTN — HEeCrnocobHOCTUN MPOWTU NPOBEPKM Ha 6e30-
NacHOCTb, LWTPadbl CO CTOPOHbI PErynuMpyoLnx
opraHoB n notepsi 6usHeca. NocnencTems Nogo6-
HbIX YTEYEeK NOAHMMAOT BOMPOCHI O HEOOXOOUMOCTU
MOCTOSIHHOIO Y/y4LLEHNsi OpraHu3aLUyoHHON Knbep-
6esonacHocTu. JlerntumHocTtb VIB — aTo foBepue K
OEeNCTBUSIM KoMMnaHun B obnactu 6e30nacHoOCT co
CTOPOHbI 3anHTepecoBaHHbIX cTopoH [20]. iccnepno-
BaHVs MOKa3bIBAOT, YTO OpraHu3auumn ¢ 6onee BbiCO-
KM YPOBHEM nerntummaauun B obnactu Vb nogsep-
>KEHbI 3HAYNTESIbHO MEHBLUVM PUCKaM B A0JITOCPOY-
HOW nepcnekTnee. Kpome Toro, HesaMeanTesnbHble
ny6nnyHble 0OBbABNEHNA 06 yTEYKax CHKaOT PUCKU
pacnpoCcTpaHeHns HeraTuBHOM UHopMaLUN O KOM-
naHun. [lloctosHHoe ynyyweHne WB nosbiwaer
a(PeKTMBHOCTb ynpasneHns puckamu. [lonoxu-
TENbHbIMU NOCNEACTBMSMN CBOEBPEMEHHBIM 1 MPO-
aKTuBHbIM ynpasneHnem VB asnsiotca Haem 9Kc-
neptoB B ob6nactu 6e30MacHOCTW, BHeJpeHne
HOBEWLUNX TEXHONOINIA U NOMyYeHNe NMPU3HaHHbIX B
oTpacnn ceptudukaTos 6esonacHocTu. Cnemyet
OTMETUTb, YTO HEOOXOAMMOCTbL COOTBETCTBUS Mpa-
Bunam 6e30nacHOCTU TPeOyET CyLLECTBEHHbIX NHBE-
CTULMIA CO CTOPOHbI PYKOBOACTBA Ha COOTBETCTBUE
HopMaM 1 ctaHgapTam [3].

CospaHne eguHol KoHuenuun B cdepe UNB
HanpaefeHoO Ha paspaboTky npodUNaKTUYECKNX
OEencTBUIA, KOTOPble, B COBOKYMHOCTY C yrnpexaaro-
WAMN BHELWHVMMU KOMMYHMKaAUUSMU, TakKUMKU Kak
CBOEBPEMEHHbIE 3asBNeHNs B MNPEecce, CHuXaloT
LONrocpoYHble (DMHAHCOBbBIE PUCKU U YObITKA O
KoMnaHun. MeHempkepam Heobxooumo paspabatbi-
BaTb NpaKTUYeCKNe peKOMeHZaLMM NO COBMIOAEHNIO
obLLeopraHM3aLUmoHHON 6e30MacHOCT, NPUHUMATb
onepaTtuBHbIE Mepbl ObICTPOro pearmpoBaHus, obe-
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crnevmBaTtb CTPATErMHYECKYHO NEMNTUMHOCTb, a TakXe
CNocobCTBOBATb YKPEMIEHNO KyNbTypbl Knbepbes-
OMacHOCTY Ha BCEX YPOBHSIX yrpaBfieHusl.

Cuctema ynpasneHus b — aTo cuctematunye-
CKUMN nogxon K KOHTPOMK KOHMUAeHUnanbHoOM
UHpopmMaunn, o0BEecCnevyeHUd ee CEKPETHOCTH,
LeNOCTHOCTU N AOCTYMHOCTX NMOCPENCTBOM MUHU-

MM3aLMN PUCKOB U MPUHATUIO Mep No o6ecneyeHnto
6esonacHocTy [21]. C TOYKM 3peHNs LLENOCTHOCTLU 1
[OCTYynHOCTN nHopmaumm, b MoxeT rapaHTupo-
BaTb HenpepbiBHOCTb Ou3Heca, npuHUMas BO
BHUMaHMEe, 41O Kubepartakm CrnocOobBHbl HaHecTu
yuiep6 onepaunioHHON OEATENbHOCTU OpraHnu3aumi
(puc. 2).
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Puc. 2. hdopmaLmoHHasa 6e30nacHOCTb Kak LEHHOCTb OpraHM3auVoHHOW KynbTYpbl.
WNcTouHmK: cocTaBrneHo aBTopoMm

BHepgpeHne nporpamm gns obyyeHus coTpya-
HUKOB ocHoBam VB, oby4eHns MeHeaXepoB HaBbl-
KaM KOppEeKLMM NOBEAEHNS COTPYAHMKOB OKa3blBaeT
NOSIOXKNTENBHOE BAMSIHVE HA NPO(UNAKTUKY Kubep-
HapyweHuin. MNporpammel NpecnenyoT Lenn ynyd-
LeHna KopropaTtusHon Kynstypbel, KUB, a Takxe
BIUSIHUSA Ha NOBEAEHNEe COTPYAHMKOB ANS NOBbILle-
Hus Ib B opraHnsauuoHHon cpege [22]. MNono6Hbie
obyvaioLme nporpamMmmbl BbIMOMHAKT aHann3 noee-
OEHUs1 COTPYOHWKOB W MNpefoCcTaBAsioT  OT4YETbI
MeHeXepaMm O PUCKaX U HEraTUBHbIX MOCNEACTBUSAX
OJ1s1 opraHisaumm.

Vi3ameHeHe noBefeHNs COTPYOHUKOB Mpu
paboTe ¢ nHhopmaumen B MHTEPHETe TpebyeT Bpe-
MEHN Ha pacrnpoCTpaHEHNE HOBbIX OpraHM3auyoH-
HbIX LLlEHHOCTEN 1 HOpPM, (hopMM1poBaHre NOAX0O0B K
nosy4deHnio 1 obpaboTke MHopMauun, BHeOPEHNE
HOBbIX MporpaMmm 1 oby4yeHne COTPyOHMKOB paboTe
C COOTBETCTBYOLLMMY nporpammamu. OgHako, npe-
XOe BCero, Heobxoanmbl: NPUHATNE HOBbIX UHULMA-
TVB Ha YPOBHE PYKOBOACTBA, UMMIIEMEHTALUSA CTpa-
Tern paboTbl C MHopMaLMEN Kak OCHOBOMoararo-
LWMX MPUHLMMNOB NOBEOEHUA BO BCEX noppaspgene-

HUSIX, N3[aHNe NPUKa30B 1 QUPEKTUB C Ha3Ha4YeHNEM
OTBETCTBEHHbBIX 32 KOHTPOJb X NCMOHEHNS BO BCEX
CTPYKTYpax 1 noppasgaeneHunsx.

3aknio4veHne

B cospemeHHon unpposon cpene VB nepe-
CTaeT 6bITb UCKIIOYNTENBHO TEXHUYECKON npobne-
MOW 1 MepexoanT B paspsih KOMMEKCHbIX 3agad,
Tpebytowmx rnyboKon UHTErpaunn B TEKYLLYIO Oes-
TENbHOCTb W OPraHU3auNOHHYIO KYNBTYPY YYpexae-
HUM 1 npegnpuatun. ObecnedeHne KoHUOeHun-
aNbHOCTW, LUENOCTHOCTU M JOCTYMHOCTU MHgOopMa-
LM CTAHOBUTCHA HEBO3MOXXHbIM 6€3 aKTUBHOW BOB-
JNIeY4EeHHOCTU nepcoHana wu  dopMupoBaHUs Y
COTPYAHVKOB YCTOMYMBBIX MEHTasbHbIX KOHCTPYK-
TOB 1 NOBEOEHYECKMX NaTTEPHOB, HanpaBfIEHHbIX Ha
cobnogeHne NpUHLUMNOB LNGPOBOI MrneHbi.

HenpepbiBHOE  00yyeHne  pacrnosHaBaHuo
Knbeparak, Hanpumep, QULINHIOBLIX CaNTOB, ABMS-
€TCA KJ/IH04YEeBOW 3apgayein opraHusdaumin. bonblumH-
CTBO KMOEpPnpecTynieHnii Ha4nMHaAETCS C YenoBeYe-
CKOWM oOlnbKKM, Korga COTPYAHWUK, HE CMOCOOHbIN
pacno3HaTb NpPUEMbl CoLManbHOM NHXEeHepuun, pac-
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KpbIBAET YYETHbIE AaHHbIE UMM 3anycKaeT Bpeno-
HOCHOe nporpammMHoe obecneyeHne. OO6y4yeHue,
BbIXxogsLlee 3a pamMKu hopmMainbHbIX UHCTPYKTaXKeN
N onMparoLLEeecs Ha UHTEPaKTUBHbIE, NepCOHaNU3n-
POBaHHbIE U PErynsipHO NPOBOAUMbIE 3aHATUSA, CMO-
COOCTBYIOT aKKyMYIMPOBaHNIO NPaKTUYECKNX HaBbl-
KOB, MPOTUBOLENCTBYIOLLMX KUOEPNPEeCTYNHOCTH.
Hapsgy ¢ nonyyeHnem 3HaHWiA, COTPYAHWKN OpraHu-
3aumii [OMKHbI POPMUPOBATb KPUTUHECKOE MbLLSIe-
Hue, NO3BONSAIOLLEE M CaMOCTOATENBbHO OLIEHUBATb
PUCKN 1 MPUHMMaTb OCO3HaHHbIE PELLEHNS MPU BO3-
HUKHOBEHWN KNBepyrpos.

B pononHeHne K TpeHnHram Heob6Xxoanmbl NPo-
heccunoHasnbHbIi MOHUTOPUHI 6e30MacHOCTY, ycTa-
HOBKa Mporpamm, npegoTBpallalolmx [OCTyn K
KOHuaeHunanbHbiM gaHHbiM 1 uUHTerpauma B B
OpraHn3aLrOHHYIO KYNbTYPY NpeanpusaTus:

— MOHUTOPUHI 6Ee30MacHOCTM — MNOCTOSIHHbIV
aHanu3 nor-channoB, ceTeBoro Tpaduka un
aKTVBHOCTW NoJfib30BaTenel, onepaTtuBHoe
BbIiBIEHME aHOManuii 1 pearnpoBaHue Ha
noTeHUManbHble Yyrpo3bl;

— npepoTBpaLleHne JocTyna K KoHbuaeHunanb-
HbIM [aHHbIM — YETKOe pasrpaHuyeHne npas
[OCTyna u MUCMonb30BaHMe CPELCTB 3aluuTbl
OaHHbIX;

— Mpou3BOACTBEHHAas 6€30MacHOCTb — MHTerpa-
ums npuHumnos VB B npon3BoacTBEHHbIE MPo-
Lecchbl ANt MUMHUMM3ALMMN PUCKOB, CBA3AHHbIX
C MNOTepen JaHHbIX WM HEeCaHKLMOHMPOBAH-
HbIM JOCTYMOM K KPUTUYECKN BaXKHbIM CUCTE-
Mam.

Yennnsa no obecnedeHnto VIB pomxHbl 6bITb
NErNTUMHbIMA 1 npo3padyHbiMn.  CoTpyoHUKN
OOMKHbBI MOHUMATb Lenn 1 3agadv nonntukm 6eso-
MacHOCTU, a TaKXXe BNUSIHNE NX OEeNCTBUIN Ha oOLNiA
ypoBeHb VB opraHusauun. MNMonyyeHne ceptuduka-
TOB 6E30MaCHOCTM CY>XUT CBULETENBECTBOM HaOexX-
HOCTU cUCTEMbI yripasneHus Vb 1 noBbileHns gose-
pu1s K OpraHn3auum Co CTOPOHbI KITMEHTOB Y NapTHe-
poB.

OddekTmBHas cuctema Vb — aT0 HE TONBKO
6opbba C MHUMAEHTaMM, HO 1 FOTOBHOCTb K UX MPO-
dunakTnke n npegynpexaeHunto. beicTpoe packpbl-
Tne uHgopmauun o6 nHUMaeHTax kmbepatak, rpa-
MOTHOE YrnpaBfieHNe KPUTUYECKUMMU CUTyauUsMn n
onepaTuBHOE BOCCTAHOBJIEHNE CUCTEM MOCIE NoMbI-
TOK B3/lOMa MO3BOJIAIOT MUHUMU3NPOBATb yLep6
OMepaLnoHHON AeATENbHOCTY OpraHu3auun n npe-
OOTBPaTUTb HEraTnBHbIE PeaKLM OOLLECTBEHHOCTMN.

VHdopMaumoHHas 6e30nacHOCTb — 3TO Hernpe-
PbIBHbIA MpOLEecC, TPebyoLWMA NMOCTOAHHOIO KOM-
MAEKCHOO COBEPLUEHCTBOBaHUA. VIHTerpaunsa ueH-
HocTn VB B cucTeMy OpraHn3auyioHHOW KynbTypbl,
aKTUBHAsA BOB/EYEHHOCTb MepcoHana, WX Henpe-
pbIBHOE 00y4eHue, ncnonb3oBaHe 3PHEKTUBHBLIX
TEXHNYECKUX CPEncTB M rOTOBHOCTb K pearnposa-
HUIO HA VHUMOEHTbI SBMSIOTCA KIOYEBbIMU (haKTo-

pamu ycrnexa B NpoTUBOAENCTBUM KNGepnpecTynHo-
CTU 1 obecnedeHnn KOHPUAEHLMANBHOCTH, LIENoCT-
HOCTM W [OCTYNHOCTU WHpopmMaumn. [paBunbHO
BbICTPOeHHaa ctparternsa VIb He Tonbko 3awumuaer
aKTVBbl OpraHu3auum, HO 1 CNOCOOCTBYET MOBbILLIE-
HUIO [OBEPUSA 1 YKPEMTIEHNIO €€ penyTauun.
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