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PEecTYNnHOCTb KaK CBOWCTBO 4efioBeve-

CKOro 06LLEeXNTNS B MacluTabe MUpOBOro
YPOBHS1 €ro OpraHn3aumm MMeeT MecTO, U1, BEPOSTHO,
OyLeT xapakTepu3oBaTtb Bcerga. B ycnosusix MHoro-
rPaHHOCTN pPasBUTMS BCeX Cdep O0OLEeCTBEHHbIX
OTHOLLEHWIA 1 X MOBUNBHOCTY creayeT 3aKoHOMep-
HOe W3MEHEHNEe CTPYKTYpbl MPECTYNHOCTK, e€e

YCNOXHEHNE C COCTaBfiEHNEM YOEenbHOM 4acTu B
chepe TENEKOMMYHMKALMOHHBLIX TexHonorun [1;
c.20].

C passutreM MHMOOPMALMOHHBLIX TEXHOMOrNiA
HalW MUP 3HAYUTENBHO Npeobpasuncs. DNeKTPOH-
Hble YCTPOWCTBA CTann AOCTYMHbI K&XKAOMY, MHOIMe
NMPUBbIYHbIE CelYac [N Hac BeLW MOCTEMNEHHO
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nepeLLnn 13 peanbHOro B BUPTYyanbHOE MPOCTPaH-
CcTBO. MartepuanbHble NNATEXHbIE WHCTPYMEHThI
yCTynawT MEeCTO BUMPTyasibHbIM (QPMHAHCOBbIM aKTu-
BaM. LiucppoBble AeHbr n 6e3HannyHble pacyeThbl
CTaHOBATCA HEOTbEMJSIEMON YaCTbld COBPEMEHHOMN
9KOHOMWYECKOW CUCTEMBI.  Hay4HO-TEXHNYECKUN
NPOrpecc OTKPbI1 MHOXECTBO NEPCMNEKTUB ANs pas-
BUTUSA o6LLecTBa. VI3MeHUnMCb METOAMKM Nepenayn
OaHHbIX, BBEOEH 3NIEKTPOHHbIA AOKYMEHTOOOOPOT 1
MOBCEMECTHO BHELPSIOTCA OHMANH-KOMMYHMKaUUn
[2; ¢.93].

[MosiBUNNCb HOBblIE CXEMbl MOLUEHHUYECTBA,
No3TOMYy B HacTosllee Bpemsa cnepyer ObiTb 6au-
TENbHbIM U O4€Hb BHUMATESbHLIM MPX COBEPLUEHNN
pasfnyHbIX AENCTBUI C UCNONb30BaHNEM 3SIEKTPOH-
HbIX YCTPOWCTB, OCOGEHHO €ecnM 3TO KacaeTcs
BbIMOMHEHNS 9QNEKTPOHHbIX nnartexen. Beob npwu
HeJoCTaTO4YHONM OCBEAOMJIEHHOCTU WUHTEPHET-MOJb-
30BaTeslb PUCKYET MNOMacTb B O4EHb CIOXKHOE MOMo-
XKeHune, NoTepsTb CBOW (DUHAHCHI U CTONKHYTLCS C
yTeYKOl MHOopMaLmM, CBOUX NEPCOHANbHbLIX AaH-
HbIX.

OTcyTCTBME AOMKHOM 6ANTENBHOCTY BO BPEMS
NCMNONb30BaHNss COBPEMEHHbIX CPeacTs AUCTaHUU-
OHHOro 6GaHKOBCKOro 06CAy>XMBaHUS HEN3BEXHO
BJIEYET 3a COBON PUCKN BOSHUKHOBEHUSA YrpO3 Kpu-
MUHanbHOro xapaktepa. CTOMT y4nTbIBaTb, YTO
MOLLUEHHVKN WUCMOMb3YKT OYeHb XUTPblEe YOBKU,
npoBoOpaYnBas KPpUMUHASIbHbIE XakKepCKNe MaxuHa-
U1K, 3acTaBnsalT MNOTEHUManbHbIX >XEPTB [06po-
BOJIbHO pacKpbiBaTb CBOM JINYHbIE OaHHbIE, NHAOP-
MauuMlo O naponsix, G6aHKOBCKUX pekBuautax [3;
c.109].

Cenvac paHHas Tema O4YeHb akTyasnbHa, Tak
Kak MpecTyrnneHus NogobHOro poga pacnpocTpa-
HeHbl BO BCEM MUPE, COOTBETCTBEHHO B Hallei
CTpaHe cuTyauus o6CTOMT TakuM >ke 06pasom.

25 mapta 2019 roga cocTosnoch 3acefaHue
OOLLECTBEHHOrO COBETa, Ha KOTOPOM BbICTYMW
MUHUCTP BHYTPEeHHUX gen Poccuiickon ®epepauun
Konokonbues B.A. OH oTMeTUN, 4TO 3a nocnegHue
rogbl KOJIMYECTBO KUOEpnpecTyrnyiieHun B CTpaHe
YBEMYMIOCh NpakTuyeckn B 16 pas. B KoHue mas
BaHk Poccum onybnmkoBan ctaTUCTUKY MO onepa-
unam 6e3 cornacms KIMEHTOB 3a MepBbli KBapTan
2024 ropa. Konn4ectBo MOLLEHHNYECKNX Onepauui
BbIPOCSIO NMOYTK Ha 17% MO CpaBHEHUIO C aHaNory-
HbIM NMepuoaoM NPOLLIOro roga. TakXKe 3Ha4YUTENbHO
YBENNYNIOCh YUCAO aTaK, COBEPLUEHHbIX Yepes
cucteMy ObICTPbIX MAATEXEN U 3NEKTPOHHbIE
Kowenbkn. B aHBape — mapTe 2024 ropga 4epes
cucTeMy BbICTPbIX NATEXeN Y rpaxkgaH 6b110 Noxu-
weHo 1,13 munnunapga pybnen, 4To B 2 pasa npesbl-
CUNO nokazaTenb MEepBOro KeapTajsa MpoLuioro
rogal4]. Kaxxgble nonroga CTtatucTika pacTeT 1 3T0
CEpPbEe3HO MOAPLIBAET OOLLECTBEHHYIO U (DUHAHCO-
BYt0 6€30MacCHOCTb KaK OTOESIbHbIX MPaXKAaH Tak u
BCEWN CTpaHbl.

3a MOLLUEHHNYECTBO C UCMOb30BAHNEM 3J1EK-
TPOHHbIX CPEACTB MiaTexa npegycMoTpeHa peasb-
Has opugudeckas OTBETCTBEHHOCTb, KOTopas
pernameHTmpyetcs ctatbeit 159.3 B yrofioBHOM
3akoHopartenbcTBe Poccuiickon depepaunn. MNMoss-
JIEHMEe HOBOro B1Aa MOLLEHHNYECTBA BbISIBUIIO HEOO-
XOOMMOCTb OTFpPaHUYeHMs1 Ha 3akOoHOAaTeSIbHOM
YPOBHE «0ObIYHOIO, MPOCTOr0» MOLLUEHHNYECTBA OT
MOLLEHHNYECTBA C UCMOSIb30BAHNEM 3M1IEKTPOHHbIX
cpencTB nnartexxa. Ho Hu B Hayke, HU B NpaBonpume-
HUTENbHOW MNPaKTMKE HET eOQuHOro noaxoda K Ux
CYLLEeCTBEHHOMY pasrpaHnyeHunto. TaxkecTb Hakasa-
HUS 3aBUCUT OT CyOBEKTOB hUrypupyembix B Aene.
O6BbEKTMBHOWN CTOPOHOW AaHHOIO B1Aa MOLLEHHNYEe-
CTBa BbICTYNaeT (haKT XULLEHNST HYy>KOro MMYLLIECTBA,
COBepLUaeMOro NOCPEeACTBOM 3NEKTPOHHbIX CPeacTB
nnarexa. O6a3arenbHbIM NPU3HAKOM TaknX NPecTy-
NAeHN SBASIETCA caMo Mo cebe 3NEKTPOHHOE cpes-
cTtBO nnartexa. OnpeneneHne 3akKpenieHo B cTaTbe
3 ®epepanbHoro 3akoHa «O HauMoHaNbHONM nnaTex-
HOM cucTeme». CyObeKTUBHASA CTOPOHA XapakTepu-
3yeTcs BUHOWN B hOpMe NMPsIMOro yMbICria C KOPbICT-
HOW Lenbto. DTO BbIBOA, CAENAaH Ha OCHOBE CyXOe-
HUS, 4YTO B Clly4ae 3anonyyeHnsi AeHeXHbIX CPeacTs
WHOro NnLa, 3MN0yMbILLUIEHHUK NOXENAET NPUCBOUTb
nx cebe 1 BOCMonb30BaTbCS UMM,

O6partM BHMMaHWe Ha AeTePMUHAHTbI COBEp-
LeHNst NpecTynfeHnii nogobHoro Buga. lNopg netep-
MVHaHTaM B KPUMUHOSOMMYECKON HayKe MOHUMma-
€TCA COBOKYMHOCTb HeratuBHbIX YCNoBWUiA, 6naro-
Oaps KOTOpbIM 00yCaBMBAETCH BbICOKUIA YPOBEHb
NPEecTynHoCTU. BblaensawT npuynHbl 1M yCnoBuUs
COBEpPLUEHUS MPECTYMNEHUA, a OHU [OEeNCTBYHOT
COBMECTHO, TaK Kak npuynHa nopoXkaaeT CneacTene
TOJNIbKO C Y4ETOM HanMyns onpenesieHHbIX yCoBuiA B
COBOKYMHOCTMW.

B cnyydae o6cyxpgeHus paHHOW npobnemsl,
MO>XHO BbIOENUTb ClepyloLwme Npu4Hbl MOLLIEHHN-
4YecTBa C WCMONIb30BaHNEM 3MIEKTPOHHbLIX CPEeacTB
nnarexa. [NepBoodepenHO BbICTYNAT S3KOHOMUYeE-
CKIMe NpOoLEeCChl B CTpaHe, NPakTU4EeCKM BCE Hacene-
HWe, Ha4MHasi CO LUKOJIbHUKOB, 3aKaH4yMBasi MEHCHO-
HepamK, MOCTEMNEHHO MEPELUSIO Ha SNIEKTPOHHbIE
KOLLIENbKN, MNaCTUKOBbIE MnaTexxHble KapTbl. [Mpu
9TOM CTOWT yKasaTb, YTO COBCEM HEMHOrme obna-
OatoT 3HaHMSMM O NpaBuiax 6e30nacHoOCTU B Knbep-
npocTpaHcTBe. B Takom cutyauum SNEKTPOHHbIE
OeHbr CTanu rnaBHOWN nNpenBocxuLLLaeMon 0obblyen
019 MOLLIEHHUKOB.

HemanoBaxkHy0 ponb UrparoT 1 BHELIHNE haK-
TOpPbI, HANPUMEP, HECOBEPLLEHCTBO HALLEro 3aKOHO-
JatenbCcTBa, BCE BeOb MPEKPACHO MOHMMAIOT, HYTO
NPEeCTynieHns OaHHOro BuAa SABAAKOTCA OTHOCU-
TENbHO HOBbIMM, TaK Kak LUMPOKOE pacnpocTpaHe-
HMe B Hallell cTpaHe MNOoSyYnv NUlb HaynHas C
2019 ropa, n, 3a4acTylo, C/ly4aeTCcs Tak, YTO 3aKOHO-
0aTenbCTBO HEMHOIO He yCreBaeT NoAcTpamBaTbCa
nop, HoBble TeHAeHUMN. KOHEYHO, CO BPEMEHEM MOSI-
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BUINCb CTpaTternn npoTUBOAENCTBYOWMNE Knbep-
NPECTYNHOCTU, HO OHU HU3KO3(EKTUBHBI N Orpa-
HUYEeHbl B CBOEM MpuMeHeHun. K BHELWHNUM (haKTo-
pamM TakXe MOXXHO OTHECTU COLManbHO-NoUTUNYe-
CKyl0 CUTyauuto B CTpaHe, OOCTYMHOCTb BbICLLErO
obpasoBaHMsa 1 ero kadecTtso. Bce atu chakTopbl,
cnvBasicb, (OPMUPYIOT XxOopollyo 6ady pns ocy-
LLIECTBEHNS OTpULATESNBbHBLIX NOBYXXOEHWI MPeCcTyn-
HUKOBI[5; ¢.322].

3MoyMBbILNIEHHVKN, KakK Mnpasuio, obnagatoT
cneunanbHbIMU KBaNNOULMPOBAHHBIMI 3HAHVSIMU 1
B cepe IT n B chepe ncuxonornm, NO3ITOMY Y HUX
[OCTaTOYHO NIErkO Mosly4aeTcs BONTU B AOBepue 1
BBECTWN CBOK >XEpPTBY B MOOBELLUEHHOE COCTOSIHME
NaHuKM 1 HeocBedoMNeHHoCcTU. Vim 6e3 Tpyga wu
KaKunx-1mbo ycunuii yogaeTcs nNpoBeCcTM HEMOArOTOB-
JIEHHOrO 4esioBeka 1 3acTaBuUTb €ro Camoro e
COO0OLUTL CBOW NEPCOHANbHbIE AaHHbIE.

JIn4HOCTb MpecTynHWKa cnepyeT paccmaTpu-
BaTb HE TONIbKO C TOYKU 3PEHUSA MOHUMAHUSA 3TOro
TEPMUHA B HOPUONYECKOM CMbICNE, Kak CyObekTa
NPECTYMNIEHNS, HO CTOUT Y4uTbIBaTbh 1 00LLEeCOoLmO-
Jlornyeckme n ncmuxonorndeckue npusHaku. Ha gop-
MUPOBaHNE OCO3HAHHOIO MOBYXOEHMS YeNoBeKa
OCYLLECTBNATb MPECTYMHbIE 3aMbICIbl BIUSET JOCTA-
TOYHbIN 06beM hakTopoB B coBokynHocTu. Croga
)K€ OTHOCHATCSH U Te, YTO OblIM NEPEYNCTIEHbI BbILLE B
BUAEe AETEPMUHAHTOB.

KunbepnpecTynHnkamu, Kak npasuso, sBNs-
toTCS Nnua 6onee Monogoro Bo3pacTa, 3To obycnas-
JIMBAeTCA TeM, 4YTO CTapllee MOKOJIEHNe MeHee
«KOMMbIOTEPU3NPOBAHO», & HABbIKW BNageHust KOM-
NbOTEPOM cenvac HOPMUPYIOTCS Y>Ke B NOSPOCTKO-
BOM Bo3pacTe. Kaxppli MpecTyrnHUK MMeeT CBOWU
JINYHOCTHbIE OCOBEHHOCTW, YTO KacaeTcs Kubeprpe-
CTYMHUKOB — 3TO JIOOW, CKIOHHbIE K Oenpeccuu,
TSXKENbIM NMCUXONOMMYECKUM NepexxnsaHmam. MNbita-
SICb BCE 3TO CKPbITb, OHX CTapPalOTCA KOMMEHCUPO-
BaTb 9TO OOMbLIMM caMOMHeHneM. CoBepLuas npe-
CTynseHnst NnogobHOro poaa, oHM ocTalTcs 06e3nu-
YEHHbIMK, MPY STOM OLLYLLIAT YyBCTBO NMPEBOCXOS-
CcTBa Hap noTepneBWUM. [Ans KubepnpecTynHUKOB
BaXKHO KOM(OPTHOE MECTO OTKYyAa OHW CMOTYT Cro-
KOMHO coBepliaTb 3nogesHus. OuCcTaHUMOHHOCTb
Kak pa3 Tak/ W BbICTyNaeT rNaBHbIM YCNOBUEM
COBEpPLLEHUSA NPECTYNNeHNs. YTo cHOBa CBUAETENb-
CTBYET O HEYBEPEHHOCTU U1, B KaKOW-TO CTEMneHwu,
naxe coumodobun. MoLLeHHNKK nepen, coBepLue-
HMEM NPEeCTYrNSIeHUs FOTOBATCSA K HEMY, TO eCTb
OETaNlbHO U3Yy4aloT MCUMXOSIOMNIO  MOTEHLMANBHbIX
XKEPTB, a TakXXe NCUXONOrnio NOBEAEHNS TOro nnua,
3a KOTOPOro OHU cebs BblgatoT. TO eCTb MOLUEHHUK
CKOpee 3HaKOMUTCS 1 NMPUMEHSAET Kakune-nnbo npo-
heccnoHasibHble  XapakTEPUCTUKN CBONCTBEHHbIE
NpeacTaBnTENsaM ONpPeaeneHHON OeATeNbHOCTH, ANs
TOro 4to6bl OLICTPO YCTAaHOBWUTb KOHTaKT W MOBbI-
CUTb CTeneHb foBepus. HekoTopble «Hanbonee nog-
rOTOBJIEHHbIE» CMeunanbHO OrpaHNYMBalOTCA Kpy-

rOM L, CXOXMMU NO COouManbHbIM XapakTepucTu-
KaMm, Hanprmep >epTBbl MPUMEPHO OOHOro Bo3pacTa
N CXOXKEro coumanbHoro crtaTtyca. [Jenaercs ato gns
TOro, 4To6bl 06ErYUTL WU YIPOCTUTBL CaM NPOLLECC
COBEpPLUEHNS NPECTYMNNEHNS, Paan 3KOHOMUU Bpe-
MEHW N N3BeYEHNS HaNBONbLLEN BbIrOabl.

Kak npaBuno, Ha ynoBKM MOLLUEHHVNKOB 4alle
BCEro nonagatoTcs JIoau B Bo3pacTte. OTo 06ycnos-
JIEHO UX coumnanbHOM CTaTyCOM U BO3PAaCTOM, MOXXU-
Jible Nogy M3NULIHE J0BepYuMBbl, 061afatoT MEeHb-
LIel CTPECCOYCTONYMBOCTBLIO 1 Bonee TPeBOXXHbI. B
cuny Bo3pacTta U 3MOLMOHANbHOMO COCTOSAHUS, OHM,
Kak npaswuio, He CNoCcObHbl 3almMTUTL CBOW Npasa.
CKopee 3T0 CBA3aHO C TeM, YTO Jloan AaHHOWM KaTte-
roOpunN HaxoAsiITCS B HEKOWM M3ONAUUN OT PasfiNyHbIX
HOBLLECTB B chepe KoMMbTepusaumumn Bcex npoLec-
coB. CO BpeMeHV naHgeMnn NpakTu4eckn Bce cep-
BMCbI MePEeLLN B 3NeKTPOHHbIN hopmart. EcTecTsen-
HbIM 06pPa3oM, BCE, YTO CBSI3AHO C COBPEMEHHbIMMU
TEXHOJIOTNSIMX MOHMMAETCS W MPU3HAETCA MOXMK-
NbIMU  IOABMU  OOBOJIbHO CJIOXKHO, MO3TOMY OHU
rOTOBbl MOBEPUTL KOMY YrOOHO U OTHAaTb BCE CBOU
cbepexeHunsi, 4Tobbl, Kak UM KaXKeTCsl Ha nepBsbli
B3rnsg, obesonacutb cebs. HacTbl cnyvaun, aHOHUM-
HbIX 3BOHKOB MEHCMOHEpPaM OT JKENpeacTaBuTenei
0aHKa, MeHCMOHHOro oHaa Wnn JHKECOTPYOHNKOB
nonuuun ¢ TpeboBaHNEM NEPEBECTN HAKOMEHNS Ha
6e30nacHbIn c4eT. HECOMHEHHO BNMSET Ha OO6LLYHO
cuTyaumo akT OBEPHYMBOCTU U HAMBHOCTU NEHCU-
OHepoB. Begp OHM 3a4acTyio HE MEKOT pSooM 6nn3-
KNX POLACTBEHHUKOB, KOTOPbIE MO Gbl 0OKasaTb MM
noaaep>XXKy 1 no3aboTutbcs 0 HUX. MoaTomy nerko
BXO[OST B KOHTAKT C HE3HAKOMbIMU itoabMin. BoobLe,
MEHCVOHEPDLI, MOXWUMbIE JIIONN B LEOM SABASAOTCSA
Hanbonee 6e33alUMTHON KaTeropuen rpaxpaH.
Jaxe getn HaxogsaTcst nog 60sbLUei 3awmTol rocy-
[apcTBa, B Hallen CTpaHe npasa HEeCOBEPLUEHHO-
JNIETHUX B Hanbonee yCcuneHHom hopmMe OXpaHsoTCA
3aKOHOM.

TakuMm 06pasoM, Mbl MPOaAHaNIU3NPOBau
OCHOBHbIE acMeKTbl MOLLEHHNYECTBA C UCMNOMb30Ba-
HUEM 3NEKTPOHHbIX CpeacTB nnarexa. MOoXXHO
3aKJtoYNTb, YTO OaHHbIN BUG MOLLEHHNYECTBA OTHO-
CUTENbHO HEeOAaBHO MONYYUN PacrnpocTpaHeHue, Ho
y>Ke NpencTaBnsaeT cobom 3HaYUTENBHYIO ONACHOCTb
1 TpebyeT NpoBeAeHNS CEPbE3HbIX Mep, HanpaB/eH-
HbIX Ha HegonyweHne N yMEeHbLUEHNs] CTaTUCTUKU
NPOTUBOMNPAaBHbIX AENCTBUI. B coBpeMeHHbIX pea-
JINSIX 3NEKTPOHHbIE CPeacTBa naarTexa, ninarexHble
KapTbl XOTb U NOABEP>XKEHbI aTakaM MOLLEHHUKOB, HO
TaK 1 OCTatoTCs caMbIM YAOOHbIM Ha AaHHbIA MOMEHT
cnocobom pacyeTa. Pa3suTtine B aTo cdhepe OMKHO
CONpoBOXXOaTbCs cosgaHnem 3 PeKTMBHOM
CUCTEMbI YMPaBfeHNs1, yCOBEPLLUEHCTBOBAHNEM HOP-
MaTUBHO-MpaBoBOl 6a3bl B MnnaHe 6e30nmacHOCTU
nosib3oBaTenei, a TakXe YCUEHUS OTBETCTBEHHO-
CTM 3a COBEPLUEHMNE MOLLEHHNYECKNX OENCTBUA C
MCMOJIb30BaHNEM 3IEKTPOHHbIX CPEACTB niarexa.
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