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UNDPOBbLIE U KBASUDPUHAHCOBbIE KAHAJIbI
COAENCTBUSI TEPPOPU3MY:
rocY4APCTBEHHO-IIPABOBOE PEIrYJIMPOBAHUE U
MPOBJIEMbI KBAJIU®UKALNU MPECTYMNJIEHUNA

AHHoTayums. B cTatbe npuBeneHbl pesyibTaTbl aBTOPCKOro UCC/Ie[0BaHmsi 0COBEeHHOCTeN TpaHchop-
Maumu pecypcHor 6asbl 0becrnedeHns TePPOPUCTUHECKON [eSATE/IbHOCTU. PaccmaTtpmBaioTcs akTyasbHble
rpobieMbi yro/ioBHO-MPaBoBOW KBanukaLmy (UHaHCUPOBaHNS TeppOopu3Ma, OCYLUECTB/ISIEMOro C WUC-
r0/1Ib30BaHNEM LMPOBbLIX AELEHTPAaIN30BaHHbIX MIaTeXHbIX MHCTPYMEHTOB. ChesnaH BbiBOL4 O TOM, YTO
COBPEMEHHBIN TEXHOJIOMMYECKUIA CEKTOP Mpenonpenesn Ka4eCTBEHHYIO 3BOJIOLUMIO0 Criocob0B OKas3aHusl
COoLeNCTBUSI TEPPOPUCTUYECKOH [ESATESILHOCTH, MPU KOTOPOU TPEAULMOHHbIE (huaTHbIe pacyeTbl 3aMeLLeHb]
CKPbITOU LNGhpOBOI M KBa3nhUHaHCOBOM MHGDPaCTPYKTYPON. [ercTByroLyas npaBornpuMeHNTEIbHas npaKkTu-
Ka, OCHOBaHHasi Ha KOHCePBaTUBHbIX OAX0Aax, CTa/IKUBAeTCs C TPYAHOCTSIMU ripu (hukcaLuy npecTyrnaeHni,
COBepLLaeMbIX C UCIOTb30BaHNEM aHOHUMUINPOBAHHbIX BUPTYa IbHbIX aKTUBOB, TPaHCIPaHNYHbIX PacHETHbIX
CUCTEM Y HEBEPMULMPYEMbIX BAaHKOBCKMX KapT. ABTOP PETPOCMEKTUBHO MPOCEXMNBAET 3BOTOLMIO 0beC-
reYnNTEsIbHLIX MEXaHVN3MOB PaanKasbHbIX CTPYKTYP. B pesynstate npuxognt K 060CHOBaHHOMY BbiBOAY O
HeobXoanMOCTY BHELPEHUST KPUTEPUS «LinghpOBOV 3aBE4OMOCTU>» 4J151 3¢hDEKTUBHOIr0 JOKa3bIBaAHWS MPSIMOIro
yMbicsia. ABTOPCKWUI asirOPUTM OL{EHKM OENCTBUN XXEPTBbI B COYETAHUN C MpeaaaraeMbIiMy 3MEHEHVSIMU B
aucriosnyno ctaten 205.1 YK Poccum no3BosmT cghopMmupoBaTb eaquHO0bpasHyo rpaBorpuMeHNTESIbHYH
rPaKTuKy Ha (hOHEe COBPEMEHHbIX YrpO3 HaLMOHaIbHOM 6€30MacHOCTY.

ABTOP apryMeHTUpOBaHHO YTBEPXKAAET, HYTO, HECMOTPS Ha TOTaJslbHbI KOHTPOJIb B r1106a/ibHO 6aH-
KOBCKOW chepe, paavKasibHble CTPYKTYPbl 4O CUX 0P HaxogsT sa3evikn Asi (hyHaHCOBOIro obecrieHeHmsi
TEPPOPUCTUHECKON [ESATE/IbHOCTU. B KavYecTBe K/IHYEBOro UHCTPYMEHTa 3afeyiCTBYOTCS BO3MOXKHOCTU
JAeLeHTpam30BaHHbIX CETEN U CepBUChI aHOHUMU3aLmMu KpunToBamoT. [ 3¢hheKTUBHOMO rnpecevyeHus Tep-
POPUCTUHECKNX KBa3NUHaHCOBbIX CXEM roCcy4apCTBy HEOOXOAMMO PacCLLUNPSTE PaMK/ KPDUMUHOIOMNHECKOro
KOHTpoOs1sA. OYeBUAHO, HTO MNPOTUBOLZENCTBOBAaTL HEOOXOAUMO HE TOJIbKO C KOOpAMHaTopamy (hUHaHCOBbLIX
c60poB. KOHTPOJIb O/KEH OXBaTUTb BCHO LEMOYKY MOCPEAHUKOB, BrI0Tb [JO HOMUHA/LHLIX fiepXKaTenem kapT
M CHETOB, KOTOPbIE 06ECNeYNBaT TEXHUYECKYIO CTOPOHY NepeBoaa JEHEXHbIX CPEACTB.

KnroyeBbie cnoBa: COHEVICTBUE TEPPOPUCTUHECKON [ESATe/IbHOCTU; (DUHAHCUPOBaHNE TEPPOPU3-
ma; cT. 205.1 YK Poccum; cypebHasi npakTika; KpWUMTOaKTUBbI, CUCTeMa «xaBasa»; [APOM-KapThbi;
UT-moLeHHN4eCcTBO,; KBanugkaLmsi NPeCcTyrnieHU; BUKTUMOIOrnYecKas npoduiakTyKa.
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DIGITAL AND QUASI-FINANCIAL CHANNELS OF COMPLICITY
IN TERRORISM: STATE-LEGAL REGULATION AND PROBLEMS
OF CRIME QUALIFICATION

Annotation. The article, which develops a series of studies on the transformation of the resource
base of organized crime, deals with the problems of criminal law and criminological qualification of terrorist
financing through modern decentralized payment tools. It was the technological sector that predetermined
the qualitative evolution of methods of assisting terrorist activity, in which traditional fiat settlements are
replaced by a hidden digital and quasi-financial infrastructure. Current investigative practice, based on
conservative approaches, faces serious difficulties in capturing crimes committed using anonymized virtual
assets, transborder settlement systems (“hawala”) and proxy bank cards (drop-cards). Author retrospectively
traces the evolution of the securing mechanisms of radical structures and substantiates the necessity of
introducing the “digital knowledge standard” for effective proof of direct intent. The developed algorithm for
assessing the actions of the subject in combination with the doctrinal project of amendments to Article 205.1
of the Criminal Code of the Russian Federation is intended to serve as a great help for the formation of uniform
judicial practice against the background of modern threats to national security.

Why, in conditions of total control and transparency of the global banking system, decentralized shadow
networks and cryptocurrency mixers are still unhindered used by international terrorist organizations for
accumulation and cross-border movement of colossal capitals? The law enforcer intends to expand the scope
of preventive criminological control — not only regarding the organizers of fundraising, but also regarding the

entire network of technical intermediaries, including nominee cardholders.
Key words: assisting terrorist activity; terrorist financing; Article 205.1 of the Criminal Code of the
Russian Federation; judicial practice; crypto-assets; hawala system; drop-cards; IT fraud; qualification of

crimes; victimological prevention.

O6ecneyeHne HauuoHanbHOW 6e30nacHoOCTr
Poccuiickon ®epepaumm B ycnosuax 6ecnpeue-
AEHTHOrO BHELUHEro AaBfieHnst TPpebyeT MOCTOSAHHO-
ro nepecmoTpa YrofIoBHO-MPaBOBbIX MOAXOA0B K
npeceYeHnto KaHaIoB MaTepuanbHoro obecneyeHms
OPraHn30BaHHOW MPECTYMHOCTU U TeppopuUcTmye-
CKMX CTPYKTyp. CerogHsi aKOHOMUYecKasi OCHoBa
Teppopr3Ma NpeTeprneBaeT Cepbe3HbIE N3MEHEHNS.
MpuBbIYHbIE GAHKOBCKWE MNEPeBOAbl W HaJMYHble
pacyeTbl YCTynawT MECTO CKPbITOW LUMPPOBON NH-
dpacTpykType. 3arparnBaemas npobnema unmeet
Ba)>KHOE 3Ha4eHne A1 TEOPUU 1 MPaKTUKN YroIOBHO-
ro npaea. Mpobnembl MaTepuanbHOro obecnedeHns
TEPPOPUCTUYHECKON OEATENBHOCTM TPAOULMOHHO Ha-
X0AaTcs B (hOKyce BHUMaHWS OTEHECTBEHHbIX MCChe-
joBaTtenen.

Ba3oBble BONpOCk! COy4acTus B NPECTYNIeHn-
ax 3anoxeHbl B Tpygax 0. A. KnumeHko. Uccnepo-
BaTeNb BbISIBUJT KpUTEPMU Knaccudmkauum npecTyn-
HOro B3auMOAENCTBMSA No hopmMam, ChopMynmpoBsan
aBTOPCKOe onpeaeneHne AaHHOMo MOHSATUS U CUCTe-
MaTu3npoBas BaprnaHTbl COBMECTHOIMO COBEPLUEHMS
NPECTYMIEHNIA, B TOM YCE TEPPOPUCTUHECKOMO Xa-
pakTepa, Bblgeams NsaTb opm coyyactus B Obuien
yactn YK P® un pecatb ero BnpoB B OcobeHHON
yactu [1, c. 157]. MNpobnembl KBanudprkaumm cne-
LmanbHbIX hOPM COOENCTBUA TakKon AeATeSlbHOCTU
N y4acTusi B TpynroBbIX CTPYKTypax TeppopucTu-
YeCKOl HanpaBNeHHOCTU AeTanbHO UCCenoBaHbl B
pabotax [. K. bokosa [2, c. 25].

B cBowo o4epenp, akTyanbHble NpPo6nembl
NPOTUBOAENCTBNS COMYTCTBYIOLLEMY TEHEBOMY Me-
PEMELLEHVIO KannTanoB W COBPEMEHHbIE CTaHOap-
Tbl (PMHAHCOBOro MOHUTOPUHra U3y4eHbl B pabo-
Tax B. B. KpacuHckoro [3, c. 15], koTopbIiii
ChOoKyCMpOBaICA Ha BbICOKOTEXHOJIOMMYHBIX Yrpo-
3ax, nposeas rMy6boKMn KPUMUHOMNOMMHYECKUA aHa-
3 BGNOKYEeNH-NAaTopM, CUCTEM OTCNEXMNBAHUSA
KPUATOBaMOTHBIX TPAH3aKUUA 1N COBPEMEHHbIX Me-
XaHM3MOB (PUHAHCMpPOBaHWA Teppopusma. Purcku
LMdpoBoO TpaHchopmMauun Ansa yrofoBHOro npa-
Ba M npobnembl obecneyeHna 6e3onacHOCTU B
MHpOPMaLMOHHON cpefe nogpobHO MccrnenoBaHbl
E. A. KanutoHoBoli [4, c. 96], yoenuelLuel OCO-
60€e BHUMaHME Yrof0BHO-MPaBOBbIM PUCKaM HOBbIX
dHOopM AEBMAHTHLIX OENCTBUIN B UHTEPHET-NPOCTPaH-
CTBe (NPaHKoB, TPELI-CTPUMOB U HeneranbHbIX OH-
namH-TpaHcnaumii). MNpu aTom cneunduka cospe-
MEHHOI0 BUKTUMOJIOMMYECKOro aHanm3a 1 CHKEHNS
PUCKOB NaTEHTHON BOBMEYEHHOCTU MOTEHLUMNASbHbIX
XKEPTB B TEPPOPUCTMYHECKYIO aKTUBHOCTb, B TOM
yncne C YY4ETOM MCUXONOMMYECKIMX, COLMANbHBIX W
MH(OPMaLUMOHHBIX (hakTopoB uucpposusaumm, cu-
CTEMHO PacKpbIBAETCS B HOBEWLUNX MHTEMPATUBHbIX
nccnegosaHusx A. . YepsieBko n M. B. Maiibopo-
abl [5].

Be3ycnoBHO, 3TK NccnegoBaHns NMEKOT KOJoC-
canbHOe 3HadeHve Aana Hayku. OgHako Hosenwne
TEXHONIOMMYECKIME TPEHAblI OOBEKTUBHO OCTaNUCh 3a
pamMkKamMin NPexXHNX gUcKyccuin. TOYHO Tak >e 1 aen-
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CTBYHOLMIA TeKCT cTaTtbh 205.1 YronoBHOro Kogekca
Poccuiickon ®epepauyn [6] n BMeCTE yCTOABLUMMUA-
cs pasbsicHeHusi [neHyma BepxosHoro Cypa Poc-
cunckon depepaunn [7] cosgaBanncb B TO BPEMS,
Korga nNpasonpuUMEHUTESIb UMEN e/10 NCKITIOYNTESb-
HO C TPagVLUMOHHBIMU, KIACCUYECKUMN (PUHAHCOBbI-
MUK pacHeTamu.

CoBpeMeHHasi KpUMUHOSIOMMYeCcKasi CUTyaums
XapaKTepusyeTcs MaclUTabHbIM  MCMNONb30BaHNEM
NPECTYNHNKAMN aHOHUMHbBIX 3NIEKTPOHHbIX KOLUESb-
KOB, TPaHCrPaHN4YHbIX BHEGAHKOBCKUX CETEN B3anM-
HbIX Pac4eTOB, NOACTaBHbIX GAHKOBCKMNX KapT 1 CXEM
TenedOHHOro MolleHHn4yecTBa. Ha doHe rnobanb-
HOW LUMdpPOoBM3aLUN NPaBOOXPaHUTESNbHbIE OpraHbl
CTaNnKnBarTCA C TPYOHOCTAMU NMPY NPaBoBOW OLEH-
Ke BbICOKOTEXHOJIOMMYHbLIX MPOTUBOMPABHbIX SBE-
HuiA. Mpyn 3TOM OTCYTCTBME €QUHOro noaxoaa K k-
caumm nogo6HbIX TEXHONOMMYECKNX «LNPPOBLIX Cre-
JOB» 3aTPyAHSAET peanu3auuio NnpuHuuna HeoTBpa-
TUMOCTU HakasaHus 1 TpebyeT aganTaummn yrofioBHO-
NPaBOBbIX MOAXOA0B K COBPEMEHHbLIM Peannsim.

MpoBOAVMBIA aBTOPCKWIA aHann3 no3BONSAET
B3MSAHYTb Ha UHCTUTYT COYy4acTuUs B TEPPOPUCTUYE-
CKOW OesATeNlbHOCTY LUMPE, OTKa3aBLUNCh OT KOHCEp-
BaTUBHOIO MOHMMaHUs (PMHAHCUPOBAHNS UCKIIOUU-
TENbHO Kak MaTepuanbHOro obecrneveHus. [ns onu-
CaHus 3TUX MPOLECCOB LEenecoobpasHo MCMosb30-
BaTb MNOHATUE «KBa3N(UHAHCOBON NHPPACTPYKTYPbI
Teppopusma», 0603HavaoLee naTeHTHY, MyHKUM-
OHUPYIOLLYIO BHE FOCYAapPCTBEHHOIO KOHTPONS Cu-
CTeMY [eLeHTPann30BaHHbIX UHCTUTYTOB nepenayu
LEHHOCTEN (B TOM YMC/ie BUPTYasbHbIX) YMbILLSIEHHO
NCMONb3YyEMYIO TEPPOPUCTUHECKMMMN OpraHn3aums-
MK onsa 06xoaa 3aWmTHbIX OUIBTPOB HAUNOHASTbHbIX
MOHUTOPUHIOBbIX CTPYKTYpP. BBepeHne aton aedu-
HULMM CO3[acT BO3MOXXHOCTb 6onee To4HO And-
hepeHUpoBaTb OTBETCTBEHHOCTb TEXHUYECKUX MO-
CPEeOHVKOB 1 OeTaNbHO OnnMcaTb COBPEMEHHbIE Bec-
KOHTaKTHblE MEXaHU3Mbl PeCcypcHOro obecneveHus
Teppopuama.

PesynbraThl aHann3a nokasblBatoT, YTO BHYTPM
COBPEMEHHOI CTPYKTYpPbl KBapHAHCUPOBaHUS Tep-
popr3Ma NPOCNEXMBaETCA OENEHNE YHAaCTHUKOB Ha
ABa OCHOBHbIX YPOBHS. K nepBoMy OTHOCATCS opra-
HN3aToOpPbl N KOOPOUHATOPbLI COOPOB, BbIMOSHAKOLLME
OpraHn3aunoHHO-yNpaBfeHyYeckme 3agadun. Bropon
YPOBEHb (POPMUPYIOT TEXHUYECKME nocpenHukn. K
HUM OTHOCSITCS1 BCEBO3MOXXHbIE OMepaTopbl CUCTEM
HedopMasbHbIX PacHeToB, NPEAOCTaBAAIOLINE WH-
CTPYMEHTbI aHOHUMU3aLUKN, a TaKXKe HOMUHASIbHbIE
BlafenbLibl GAaHKOBCKUX CHETOB («Aponnepbl»). Takas
anddepeHLmaumnsa no3BonseT TOYHee onpenennTb
XapakTep COAelCTBUSA MPECTYMHbIM rpynnam, cTe-
NeHb OCBEOOMJIEHHOCTM KaXKOOro COyYacTHMKa U
WHOUBMAYaNU3NpPoBaTb OTBETCTBEHHOCTb MO CTaThe
205.1 YK Poccun.

YT106bI NpPaBUIBHO pPa3fenUTb OTBETCTBEH-
HOCTb TEHEBbIX MOCPELOHMKOB, HEOOXOOMMO TOYHO

onpegennTb, 4ero UMEHHO OHU XOTENN N YTO OCO3Ha-
Banu. [Ins aToro npepnaraeTcsa BBECTU B HaAy4HbIi
060pOT 1 UCNONb30BaTb KpUTEPUIA «LNpPOBOI 3aBe-
AomocTu». OH paboTaeT Kak TEXHUYECKUI anirOpUTM.
Ecnn yenoBek B MOMEHT NepeBoda geHer cneumnanb-
HO UCMOMb3YyeT MNporpammbl O COKPbLITUS CBOUX
nnaTtexemn, To ABAAETCA NPAMbIM 0OKa3aTeIbCTBOM
HanM4yus y Hero NPOTUBOMPABHOIO yMbICa.

Ha doHe BHegpeHus KpunToBantoTbl B KPUMUA-
HanbHbI 060POT Y NPaBONPUMEHNUTENEN BO3HMKAIOT
CINIOXXHOCTU B OnpefeneHnn TOYHOr0 MOMEHTa OKOH-
YaHs UHaHCUPOBaHNS TeppOopuU3Ma, MOCKOMbKY
LMdpoBbiE OEHEXHbIE CpeacTBa MPOXOoOAT MHOMo-
aTanHble LUenoYkn NoAcTaBHbIX KOLIENbKOB U KPWUI-
TOOOMEHHMKU. [Ins KBanudgurkaumm NpecTynneHns no
ctatbe 205.1 YK Poccun npuHuunuaneH cam dakT
TOro, Y4TO YenoBek 6e3BO3BPATHO OTAAN OEHLIN U
UMYLLIECTBO, MPEKPACHO MOHMMas, KOMY 1 3a4EM OHU
nongyT. Ecnun peyb nget o umdpoBbIX naarexax, To
hrHaHCUpOBaHNe TeppopusMa BO3SMOXHO CHUTaTb
OKOHYEHHbIM B MOMEHT, Korga (ukcaums TpaH3ak-
Luun o NepeBofe nosensdeTcsa B 6nokyeriHe. o MHe-
HWIO aBTOPA, UMEHHO B AaHHbIi MOMEHT OTMpaBuTeb
TEPSIET KOHTPOJb Haf, HaXoaMBLLENCS B ero pacrnopsi-
XXeHuun KpunTtosanoTon. NMpn 3Tom nonyyarens (Mnu
CBSi3aHHbIE C HUM MOCPENHUKIM) 3TOT KOHTPOMb Npu-
obpeTator.

Mocnepyowas KoHBepTaLms LMhpoBO Baso-
Tbl B HAJINYHbIE OEHBIN NEXNT 3a Npeaenamm oobek-
TUBHOW CTOPOHbI AaHHOr0 cocTasa MNpecTynfeHus
N OTHOCUTCS K CTaguun peanu3auumn NpecTyrnHbIX Jo-
X0[0B>.

Cneuundurka QyHKLUMOHMPOBaHUA BHeOaHKOB-
CKOW CUCTEMbI «XaBaja» 3aK/to4aeTcs B TOM, YTO
TpaHCrpaHu4YHbIli NepeBop, LEHHOCTEN OCYLLEeCTBAS-
€TCS Ha OCHOBE K/IMPUHIOBOrO B3aMMO3a4eTa MexX-
Oy KpunTto-6pokepamu, B pesynsrtate 4vero ¢usu-
YeCKOoro nepemeLLeHns geHer 4yepes rocyaapCcTBeH-
HYIO rpaHuly He npoucxoouT. MNepenaya HanMyHbIX
CPencTB NOCPenHVKY BHYTPU CTpaHbl BIEYET aBTO-
MaTU4eCKYIO Bbloa4y 9KBMBANEHTHOW CyMMbI B Lene-
BOM PErMoHe, YTO MOSIHOCTLIO BbIBOAUT TPAH3aKLUMo
N3-nof KOHTpONs opraHos (UHAHCOBOrO MOHUTO-
puvHra.

CnoxHOCTb KBanudmKaumm OeicTBUIN yKasaH-
HbIX OPOKEPOB CBsA3aHa C ONpPefesieHneEM MX POnn
B COy4acTum prHaHCnpoBaHusa Teppopusma. BmeHe-
Hue ctatbn 205.1 YK Poccumn TeHeBOMY CrOHCOpPY
OOOCHOBaHHO TOMBKO MPU HaIMYMM MpsMbIX OOKa-
3aTenbCTB €ro OCBEAOMSIEHHOCTU O KOHEYHOM pJde-
CTPYKTUBHOM BEKTOpPe ABMXeHus peHer. Ecnn xe
NOCPEQHVK OENCTBYET BCeENyto, obecneynsas NuLlb
TPaH3uT B pamKax obLiero TeHeBOro 6usHeca, ero
AesHue nognagaeT nopg Npu3Haku coctasa npecTyn-
NeHus, npenycMoTpeHHoro ctaTteen 172 YK Poccun,
T.€. KBIMPUUNPYETCS KakK HE3aKOHHas 6aHKOBCKas
JesaTenbHOCTb. B aToM cniyyae oTnpasuTeNb CpeacTs
HECET CaMOCTOATENIbHYD OTBETCTBEHHOCTb 3a hu-
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HaHCMPOBaHNE TeppopuaMa 4epe3d KBasuurHaHCo-
BbIl MHCTUTYT. [aHHbIN NOAXon COOTHOCUTCS C MEX-
OyHapOoOHbIM OMnbITOM [8], roe peXkrMbl KOHTPOS 3a
HedopMasbHbIMN NNaTeXHbIMU CUCTEMaMn BCTpoe-
Hbl B OOLLUYIO CTPYKTYPY NPOTUBOLENCTBMS OTMbIBA-
HMIO JOXOQOB.

CxopHble NpobnemMbl BO3HUKAKT MPU OLEHKEe
OEATENBbHOCT HOMUWHASIbHbIX BNafenbLeB CYETOB,
YbW KapTbl WCMOJSb3YIOTCA Kak 6a30Bblii HN30BOM
anemMmeHT ans cbopa cpencTs. [paBooxpaHnUTESIbHbIE
OpraHbl HEpegKo aBTOMAaTUYEeCKM paccMmaTpuBaroT
«OpOnnepoB» B Ka4eCTBE COYYaCTHUKOB (PUHAHCU-
poBaHusa Teppopu3ma. B Toxe Bpemsi pasrpaHuye-
HMEe COCTaBOB 30EeCb, MO MHEHMIO aBTOpa, TakXe
OO/HKHO NPOBOOUTBLCA 4Yepe3 OLEHKY HanpasieH-
HOCTM ymbicna. Ecnn nuuo nepemaetr nnarteXxHoe
CPEeACTBO 3a Bo3HarpaxxgeHue 6e3 noHUmaHus cne-
LUUKKN ero gansHenwero ncnob30BaHns, CoaesH-
Hoe obpa3yeT COCTaB HenpaBOMeEpPHOro obopoTa
cpencTB nnaTexen, NpeaycMoTpeHHbIN cTatbeln 187
YK Poccun. Ecan e pokasaHo, 4To Lo npeno-
CTaB/IsAN0 6aHKOBCKME KapTbl, JOCTOBEPHO 3Hasd, 4TO
UX PEKBU3UTbI MCMOSB3YIOTCA WHTEPHET-pecypca-
MU TEPPOPUCTUYECKNX OpraHnu3auuin, ero gencTeus
nognexar npsMon keanugpukauum no Yactu 1.1 cta-
T 205.1 YK Poccun.

Cepbe3HbiM BbI3OBOM MOCNEAHUX JNET cTana
UHTEerpaumns MHCTPYMEHTOB COLManbHOM HXEHepUn
B CXEMbI PECYPCHOro obecneyeHms Teppopuama. [e-
HeXHble cpefcTBa rpaxkaaH, noxuliaemble nog Bu-
OOM nepesofa Ha «b6e3onacHble cyeTa», TPaH3UTOM
HaNpaBnsATCA HA MaTepuanbHO-TEXHNYECKoe obec-
neyeHme 3anpeLleHHbIX BOEHU3UPOBaHHbIX (hopMu-
poBaHuii. [paBoBOK CTaTyC Nnua, CTaBLUEro XepT-
BOW NMCUXONOrMYeCKoro BO34enCTBUSA U IMYHO nepe-
BEALLEro AeHeXHble CPeacTsa, 3aBUCUT OT HanNn4us
ymbicna. OTCyTCTBME OCO3HaHUA INLLOM OOLLECTBEH-
HO OMacHOro xapakTepa CBOUX AENCTBUN NCKITIOHaeT
CYOBEKTUBHYIO CTOPOHY MPECTYMNSIEHUSA, NPeayCMOoT-
peHHoro crtaTteenn 205.1 YK Poccun. O6maHyTbIn
rpa>kgaHvH OOJDKEH paccMaTpuBaTbCA B Ka4ecTBe
noTepnesLUEero oT MOLUeHHu4ecTBa (ctatha 159 YK
Poccun). Hanpotus, OeicTBuMsi opraHM3aTtopoB Ta-
KMX MOLLUEHHNYECKNX KONN-LEHTPOB obnagjatoT no-
BbILLEHHOW OO6LLUECTBEHHON OMACHOCTLIO. TpebyroT
BMEHEHMS MO COBOKYMHOCTU MPECTYMNJIEHUA U Npu-
BJIEYEHUIO K OTBETCTBEHHOCTU 3a XULLEHUE YY>KOro
uMyLLecTBa NytTeM obmaHa un nocrienytoliee ymblll-
JleHHoe (hMHaHCHMpPOBaHME TEPPOPUCTUHECKON Aes-
TENBHOCTW.

OpHoli 3 Hambonee CroOXHbIX Npobnem Ha
NPakTUKe OCTaeTCs OoKasblBaHWE MNPSAMOro yMbicna,
Korga cbop OeHEeXHbIX CPEeACTB MaCKUPYETCS Mnop,
NErMTUMHYI0 6aroTBOPUTENBHOCTb WX FyMaHuTap-
Hyl0 nomoLlb. [na npeogoneHus aTux TPyaHOCTeN
npepgnaraeTcs TakKe NCnosb3oBaTb KPUTEPUN «Lnd-
poBoWi 3aBegomMocTu». OH 6onee TOYHO MO3BONMUT
coenaTb BblBOA, O HAMEPEHUAX JiLa Ha OCHOBE aHa-

IM3a OOBEKTUBHO OCTABSAEMbIX UM 3NEKTPOHHbIX
Cnenos.

Hann4ymne npsamoro ymbeicna Ha ¢uHaHcupoBa-
HUe TEPPOPUCTUHECKON AEATENBHOCTU MOXHO CHU-
TaTb [oKasaHHbIM npu dukcaumm CcyaoM YETKOW
LLeNOYKM B3auMOCBA3aHHbIX hakTopoB. B kavecTse
OTNPaBHOW TOYKWN BbICTYNAET CaM (PaKT TpaH3aKLmK
Ha appec KpUNTO-KOLleSbKa WM CYET, KOTOPbIi
Ha MOMEHT nepeBofa Y>XXe HaxOOouncsa B TaK Hasbl-
BaeMbIX «4YepHbIX Crnnckax» PoOCHOUHMOHUTOPUHrA.
Danee cygy HEOGXOOUMO OLLEHUTb TEXHOIOMMYECKOEe
MacKMpOBaHWe nnarexa, Npy KOTOPoM oTrnpasuTeNb
OCO3HaHHO npsATan CBOW CeTeBOW cref C MNOMO-
wpto VPN-cepBrcoB, 3aluLLEHHbIX Bpay3epoB unm
KPUATOMUKCEPOB. JIorM4eckM 3aBepLUeHneEM 3TON
LenoYKkun SBnseTcs ukcaumst KOHCNMpPaTUBHOMO Xa-
pakTepa O6LLeHNss nepen, NepeBO4oOM, Korga nepe-
nucka Benacb NCKIIIOHYUTENIbHO B «CEKPETHbIX YaTax»
MECCEHO)KEPOB C (PYHKLUMEN aBTOMATUYECKOro yaa-
JIEHNs1 COOBLLIEHNIA.

Takasi nocnegoBaTeNlbHOCTb AENCTBUN MNO3BO-
JIMT 0OOCHOBAHHO KOHCTATNPOBAaTh HANIM4YNE yMbICNa
N UCKNIOYUTb BEPCUIO NOACYANMOro O SKobbl AO6pPO-
COBECTHOM 3abny>xgeHun. Vicnonb3oBaHne JaHHOIo
dopmaTta NO3BOAUT 3aMEHUTb OLEHKY MpOoTUBOpPE-
UYMBbIX YCTHbIX MOKa3aHuii aHann3oM OOBLEKTUBHbIX,
MarepuanbHO PUKCUPYEMbIX TEXHUHECKUX OAaHHbIX.

[MepcnekTMBHbIM HanpasfieHveM B npaBonpu-
MEHEHN TakXXe BUAOMTCA ajanTauns KnacCudeckmnx
WHCTUTYTOB YrofIOBHOIO Npasa A TOYHOW UHAWBU-
Ayanusaumm OTBETCTBEHHOCTU NnL, CTaBLUUX OObeK-
TOM TEXHOJIOrMYECKOro MaHNMyIMPOBaHUS.

[ns HOpMaTMBHOIO 3aKpernseHns BbipaboTaH-
HbIX MOAXOO0B NMPELnaraeTca pPaclUMpUTb NMOHATUE
hmHaHcoBoro obecnevyeHnss NPecTyrnHoOn AesTeNb-
HoCTW, u3noxus [MpumeyaHne 1 K ctatbe 205.1
YK P® B cnegytoLlen pegakumu:

«[lop mHaHCcMpoBaHMeEM Teppopusma B Ha-
cTodleM Koaekce NOHUMAETCA NpenocTaBneHne
unn cbop cpeacts NmMbo okasaHue (HUHAHCOBbLIX
ycnyr, a paBHO npepgocTaeneHne, cbop, OOMeH,
CMeLUnBaHne nam nepemeLLeHne LpoBbIX (PUHaH-
COBbIX aKTUBOB, LMMPOBON BasntoTbl, 3NEKTPOHHbIX
OEHEXHbIX CPEACTB, PaBHO Kak M UCMOfb30BaHWe
HeopMasbHbIX PACYETHO-K/IMPUHIOBBLIX CUCTEM, C
OCO3HaHMEM TOro, 4YTO OHM NpegHa3HayeHbl OJ1s
h1HaHCUPOBaHNS opraHM3aLumn, NOAroTOBKN WU CO-
BEpPLLEHUSA XOTS Obl OQHOMO U3 MPECTYMNAEHWIA, Npeay-
CMOTPEHHbIX HACTOSLLEN CTaTbeN. . .»

BBepneHve paHHoOn peduHUUMM NO3BOAUT Of-
HO3HA4YHO 3adurKCMpOBaTb Ha 3aKOHOQATESIbHOM
YPOBHe, YTO BUPTYasibHble aKTUBbI 1 HepbopMasibHble
pacyeTbl NMPU3HAKTCA MOMHOLEHHBIM MPEOMETOM ”
CNocob0oM COBEpPLUEHMS NPECTYMEHNS, HE3aBNCUMO
OT ux pusmnyeckom hopmMbl NN NeranbHOro cTartyca.

ABTOp TakXe cuuTaeT, 4To 0O6OCHOBaHHas B
nccnegosaHun auddepeHumaumns OTBETCTBEHHOCTH
TEXHUYECKUX NOCPERHNKOB TpebyeT HOPMAaTUBHOIO
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3akpenneHns. B aTux uenax npegnaraetcs gonon-
HUTb YacTn 1 n 1.1 ctaten 205.1 YK PO kBanudpuum-
pyIOLWMM MPU3HAKOM, NMpegycMaTpuBaroLymM MoBbI-
LLIEHHYO OTBETCTBEHHOCTbL 3a COBepLUEHWe NPecTyn-
JleHns1 «C ncnonb3oBaHnem cetn NIHTepHeT, undpo-
BbIX BaJItOT, @HOHNMHbIX MATEXHbIX UHCTPYMEHTOB
UM C NpUBAEYEHNEM HOMUHANbHBLIX BlafenbLes
CPEeAcCTB nnarexar.

Peanusauus gaHHbIX nNpegnoXxeHwWii B npaso-
NPUMEHNTENBHON cdepe YHUPUUMPYET nogxodsl K
OnpefeneHnio MOMEHTa OKOHYaHWUsI MPEeCTYMNJIEHNS,
coBepLuaemMoro 4epe3 OeCKOHTaKTHble pacnpege-
neHHble nnatgopmel. Cyabl U opraHbl npegsapu-
TENbHOMO pPaccnefoBaHns MNonyyar 4eTkue Hopma-
TUBHbIE OPUEHTUPBI, YTO NO3BOINT MUHUMU3NPOBATL
PUCKN OLINGOYHOIO BMEHEHWSI CMEXHbBIX COCTaBOB
N UCKJTIOHYUT YKSIOHEHUE OT OTBETCTBEHHOCTU BUHOB-
HbIX N1L, 104 NPEaJIoroM OTCYTCTBUS (DUaTHbIX OeHer
B TpaH3akuusx. B cdepe npepynpexpeHus npe-
CTYNNEHNA KPUMUHONOMMHYECKNI KOHTPOSb UCMOSb-
30BaHMsA MOOCTaBHbIX KapT M @HOHUMHbIX CUCTEM
PacYeTOB OKaXKET CAEPKMBAKOLLEE BO3AENCTBUE Ha
ny, NpefocTasnsloWwmx CBOW MNaTEXHble UHCTPY-
MEHTbl TEHEBOMY CEKTOPY OKOHOMWKMW, paspyLuas
obecnevmnTenbHyl0  MHPPACTPYKTYPY MPECTYMHbIX
opraHn3auumin Ha ee Ha4aslbHOM, HU30BOM YPOBHE.

BbigeneHne uncpoBon n KBasnUHaHCOBOM
NHPACTPYKTYPbl B KayeCTBE CaMOCTOSATESIbHOMO
oObeKkTa YronoBHO-NPAaBOBOWN 3alUTbl OTKPbIBAET
HOBblE NMEPCMNEKTUBbI AN HAYYHOro Pa3BUTKS MOHS-
A «coyyacTtune». lNpakTnyeckoe BHegpeHue npeg-
JIOKEHHOrO B paboTe cTaHaapTa «UudgpoBoii 3aBefo-
MOCTU» B COYETAHUM C MPOEKTOM U3MEHEHWIA B CTa-
Tbto 205.1 YK P® 6ynet cnocobcTBoBaTh MoBbiLLe-
HUIO 3PEKTUBHOCTM AEATENBHOCTU NPaBOOXPaHu-
TeNbHbIX OPraHoB B KBanuukauumn npecTynieHui,
obecne4mBas egnHoobpasme 1 yKpenjeHne Haumo-
HanbHoI 6e3onacHocTu Poccnn.
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